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Mpukas ®CTIK Poccun ot 11.04.2025 N 117

(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

3apeructpupoBano B Muntocre Poccun 16 nrons 2025 r. N 82619

OEONEPAJIbHAA CITYXBA N0 TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 11 anpensa 2025 r. N 117

Ob YTBEPXAOEHUA TPE§OBAHVII7I
O 3ALLUTE NHOOPMALIUN, COOEPXALLENCA B TOCYOAPCTBEHHbIX
NMHOOPMALIMOHHbBIX CUCTEMAX, UHbIX AUH®POPMALMOHHbLIX CUCTEMAX
rOCYOAPCTBEHHbIX OPFAHOB, TOCYOAPCTBEHHbIX YHUTAPHbIX
NPEANPUATUN, TOCYOAPCTBEHHbIX YYPEXOEHUN

Crmcok HU3MCHAOMUX TOKYMCHTOB
(B pex. lIpukaza ®CTOK Poccun ot 08.05.2026 N 137)

B cooTtBetrcTBHU ¢ yacThio 5 ctathi 16 denepanbhoro 3akona ot 27 urons 2006 r. N 149-03 "O0
nHpopManuu, THOOPMAITMOHHBIX TEXHOJOTHAX U O 3amuTe HHGOpMAUu'", IyHKTOM 2 ¥ MOAIYHKTOM
9(1) nynkra 8 IMonoxenuss o denepanbHON CIyKOE MO TEXHUYECKOMY U DKCIMOPTHOMY KOHTPOJIIO,
yTBepxkaAcHHOro YkaszoMm lIpesmnenta Poccuiickoir ®enepanuum ot 16 asrycra 2004 r. N 1085,
IIPUKa3bIBAIO:

1. VYrBepaute mpunaraemble TpeOoBanus o 3amure HUHQOPMALMHU, COJAEpKaIIelcs B
rOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMAaX, HHBIX MH()OPMAIIMOHHBIX CHCTEMaX rocyAapCTBEHHBIX
OpraHoB, TOCYIaPCTBEHHBIX YHUTAPHBIX NPEANPUATUH, TOCYJAPCTBEHHBIX YUPEKICHUM.

2. [Ipu3HaTh yTpaTUBIIUMU CHITY:

npuka3z ®CTIK Poccum ot 11 despans 2013 r. N 17 "OO6 yrBepxknenun TpeboBaHuil 0 3ammre
nHpOpMallMY, HE COCTaBIIONICH TroCylapCTBEHHYIO TailHy, COJAEpIKallelcss B TOCYAAapCTBEHHBIX
nH(pOpMalMOHHBIX ~ cucTeMax" (3apeructpupoBaH Muntoctom Poccum 31 wmas 2013 1.,
peructpaunoHHslii N 28608);

npuka3z @CTIOK Poccun ot 15 despans 2017 r. N 27 "O BHeceHnn u3mMeHeHuid B TpeGoBaHus 0
3amuTe  MHQOpMAlMM, HE COCTaBJSAIONIEN  TroCyAapCTBEHHYIO  TaliHy, CcoOAepXKallehcs B
rocy/1apCTBEHHBIX MH(GOPMAIMOHHBIX CHCTEMax, YTBEp)KJIeHHbIe npuka3zoM denepaabHON ciyKObl 1O
TEXHUYECKOMY M IKCIIOPTHOMY KOHTpoutto OT 11 ¢eBpans 2013 r. N 17" (3apeructpupoBan MuHIOCTOM
Poccun 14 maprta 2017 r., peructpaunonssiii N 45933);

npukaz3 @CTIK Poccum ot 28 mas 2019 r. N 106 "O BHeceHun usmeHenuii B TpeOoBaHUS O
3ammre  HMH(pOpManMH, HE  COCTAaBIAIONICH  TOCYJapCTBEHHYIO TallHYy, COJAEp)Kallencs B
roCy/1apCTBEHHBIX MH(MOPMAIMOHHBIX CHCTEMaX, YTBEp)KJIEeHHbIe npuka3zoM denepaabHON CiyKObI 1O
TEXHUYECKOMY M IKCIIOPTHOMY KOHTpoutto oT 11 deBpans 2013 r. N 17" (3apeructpupoBan MuHIOCTOM
Poccun 13 centsa6ps 2019 r., peructpanuronsbiii N 55924);

npukaz @CTIK Poccun ot 27 anpens 2020 r. N 61 "O BHecenun nzmeHenus B npukas PCTOK
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Poccun ot 28 mas 2019 r. N 106 "O BHecenuu usmeHnenuil B TpeboBaHus 0 3amure HHPOPMALUHU, HE
COCTABJIAIOLICH TOCYIApCTBEHHYIO TailHy, cojepxKalieiics B TOCyJapCTBEHHBIX HH()OPMAIIMOHHBIX
CUCTEMAaX, YTBEp)KIeHHble mpukazom dDenepanbHO ClaykObl MO TEXHUYECKOMY H IKCIOPTHOMY
koHTpomto oT 11 ¢epana 2013 r. N 17" (3apeructpupoBan Muntoctom Poccun 12 mas 2020 r.,
peructpauroHHbId N 58322);

OYHKT | u3MeHeHu, KoTopble BHOCATCS B TpebGoBanus 0 3amure nH(OpMalMY, HE COCTABIIAIONMIEH
rOCy/IapCTBEHHYIO TailHy, CcoOJep)Kalleiicsi B TOCYJapCTBEHHBIX HMH(DOPMAIIMOHHBIX CHUCTEMaX,
yTBEp)KJICHHbIE MpHKa3zoM DenepaabHON CIIyKOBI IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpPONO OT 11
¢despasis 2013 r. N 17, u B TpeOoBanus 1mo oOecHeUeHUI0 OE30MACHOCTH 3HAYUMBIX OOBEKTOB
KpUTHYECKON MH(pOpMallMOHHOW MHPpacTpyKTypbl Poccuiickoit denepanyy, yTBepKIeHHbIE IPUKA30M
denepanbHON CITYKOBI IO TEXHUYECKOMY W IKCIIOPTHOMY KOHTpPOJIO oT 25 nexadpst 2017 r. N 239,
yTBepkaeHHbIX pukazoM OCTIK Poccun ot 28 aBrycra 2024 r. N 159 (3apeructpupoBan MuHIOCTOM
Poccun 24 oktsa6ps 2024 r., peructpaunonssiii N 79900).

3. YCTaHOBI/ITL, YTO aTTCCTAThBI COOTBCTCTBUA HA TOCYAapCTBCHHBIC I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U
HUHBIC I/IH(I)OpMaLII/IOHHbIG CHUCTCMbI, BBIJAHHBIC OO0 AHA BCTYIUICHHA B CHJIY HACTOALICTO IIpUKasa,
CUHUTAKOTCA HGﬁCTBHTGJ’IBHLIMI/I.

4. Hacrosiumii npuka3s Bctynaet B cuity ¢ | mapra 2026 r.

Hupextop DenepaabHON CITyKObI
10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
B.CEJIMH

YTBepKAECHBI
npukazom ®CTIK Poccun
ot 11 anpens 2025 . N 117

TPEBOBAHUA
O 3ALLUTE MHOOPMALIUN, COOEPXALLENCA B TOCYOAPCTBEHHbIX
NMH®OPMALIMOHHbIX CUCTEMAX, UHbIX UH®OPMALIMOHHBLIX CUCTEMAX
FOCYOAPCTBEHHbIX OPFAHOB, FTOCYOAPCTBEHHbIX YHUTAPHbIX
NPEANPUATUN, TOCYOAPCTBEHHbLIX YYPEXOEHUA

CIHCOK U3MEHSIONUX JOKYMEHTOB
(B pen. [Ipukaza ®CTIK Poccum ot 08.05.2026 N 137)

. Obwme nonoxeHunn

1. TpeGoBanust o 3ammTe UHGOPMAIMH, COAEPKAIIEHCS B TOCYAapCTBEHHBIX MH(POPMALMOHHBIX
cUCcTeMaX, WHBIX MH(OPMAIIMOHHBIX CHCTEMaxX TOCYAAPCTBEHHBIX OpPraHOB, TOCYIapCTBEHHBIX
YHHUTApHBIX MPEeANPUATHH, TOCYAapCTBEHHBIX yUpexkaeHui (manee - TpeOoBaHMs), TPUMEHSIOTCS IS
olOecrieyeHus 3almUThl  (HEKpUNTOrpadUUYeCKUMH  METOJaMu) HHQOpMAIMH, Ipel0TBPALECHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HWH(POpPMALlMU, CIEUUaIbHBIX BO3JCHCTBUH Ha HH(OpPMAIHIO
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(HocuTtenu uH(pOpMAIMK) B LENAX €€ JOOBIBAaHUS, YHUUTOXKEHUS, UCKAKEHUS, OJIOKUPOBAHUS 1OCTYNA K
uHpoOpMalKY, cojaepkamielcss B (YHKIMOHMPYIOUIMX Ha Tepputopun Poccuiickoit ®Penepanuu
rOCyJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMaX, MHBIX MH(POPMALMOHHBIX CUCTEMaX I'OCYAapCTBEHHBIX
OpPraHoOB, TOCYJAapCTBEHHBIX YHUTAPHBIX MPENNpPUITHI, TOCYyJapCTBEHHBIX YUpexACHUU (manee
COOTBETCTBEHHO - 3aIlluTa HHGOpMaIuu, UHPOPMALIMOHHBIE CUCTEMBI).

2. B cinyuae nepeaauu U3 rocyJapCTBEHHOM MH(MOPMALMOHHOM CUCTEMbl MH(POPMALIUK, JOCTYII K
KOTOpPOM OrpaHHYE€H B COOTBETCTBUM C 3aKOHOJaTelabcTBOM Poccuiickoit ®Penepauuun (nanee -
uHpOpMalKs OTrpaHMYEHHOTO JOCTyna), WH(pOpMAalMOHHAs CHUCTEMa, B KOTOpPYIO Hepeaaercs
uHpOpMalKs OTPaHUYEHHOTO JIOCTYIa, JOJDKHA COOTBETCTBOBATH TpPEOOBAaHUSAM O  3aIIUTE
nH(pOpMalliY, YCTAaHOBJIEHHBIM B COOTBETCTBUM C 4acTbio 5 crathu 16 denepanbHOro 3akoHa ot 27
utonst 2006 r. N 149-®D3 "O6 undopmaruu, HHPOPMAIIMOHHBIX TEXHOJIOTHUSX U O 3aluTe HHPopMaruun'"
<1>. CocraB nepenaBaeMoil HHGOPMALKUU OTPAHUYEHHOIO JOCTyIa, LEIM €€ 3allUThl U YPOBEHb
3alIMIIEHHOCTH B COOTBETCTBMM ¢ TpeOOBaHUSAMHM JIOJDKHBI YCTaHaBIUBAaTbci —oOJazaTeneM
uHpOpMalMY, 3aKa3YUKOM, 3aKIIOYMBIIUM KOHTPAKT Ha CO3JaHHE HWH(POPMALMOHHBIX CHCTEM,
oreparopoM MHPOPMALIMOHHBIX CHCTEM (Aajiee - onepaTop (o0nagarens nHGOpMAIN).

<1> Yacts 8.1 ctathu 14 ®enepanbHoro 3akoHa ot 27 uronst 2006 r. N 149-D3 "O6 uadopmanum,
WH(POPMAIIMOHHBIX TEXHOJIOTHAX H O 3alIiTe HHPopManuu'.

3. B MyHuuunaneHbIX MH(OPMAIMOHHBIX CHUCTEMax 3aiiuTa HH(popMamuu obecrieurBaeTcs B
COOTBETCTBUH C TpeOOBaHMSAMH, €CIM HMHOE HE YCTAaHOBJICHO 3aKOHOJATEIhCTBOM Poccuiickoii
denepauuu.

4. Ilpu o0paboTke W XpaHEHHMH B HH(OPMALMOHHBIX cHUCTeMax HH(GOpMaluu, coiep alien
CBEJICHUS, COCTaBISIOIIME TOCYJapCTBEHHYIO TaiHy, ee 3alura JOoJDKHa oOecreuyuBaThbcs B
COOTBETCTBUM C TpPeOOBAHUSAMHM MO TEXHUYECKOW 3amuTe HHPOpPMAaLUH, COJIepiKalledl CcBeneHus,
COCTaBJISIOLIUE TOCYJApPCTBEHHYIO TaliHy <2>.

<2> lommynkr 9(1) mynkra 8 Ilonoxenuss o DexepanpHol ciyk0e O TEXHUYECKOMY U
JKCIIOPTHOMY KOHTPOJIIO, YTBepkKAeHHOro Yka3om IIpesnnenrta Poccniickoit @enepannn ot 16 aBrycra
2004 r. N 1085 (manee - I[Tonoxenune o ®CTIK Poccun).

5. Ilpu oOpaboTke B MHGPOPMALMOHHBIX CHCTEMax WH(pOpMAIMU, COJAEpKalllel MepcoHAIbHbIE
JaHHBIC, TOJDKHBI MPUMEHAThCS 1peOoBaHMs K 3alllUTe MEPCOHATBHBIX AAHHBIX NMPH UX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIbHBIX IaHHBIX, YTBEPKJIEHHBIE ITOCTaHOBIeHHEM [IpaBuTenbcTBa
Poccuiickoit ®enepanuu ot 1 HosiOps 2012 1. N 1119, u TpeGoBanus.

6. B ciywae ecnum mHGOpMalMOHHAs CHCTEMa SBISETCA 3HAUYUMBIM OOBEKTOM KPUTHYECKOH
uHpopMannoHHOW UHGPAcTpyKTypsl Poccuiickoit ®Dexepanum, 3amuTa coaepiKamieiics B Hei
uHpOpMalMK JOJDKHA 00ecreunBaThCsl B COOTBETCTBUM C HOPMATUBHBIMH TIPAaBOBBIMH aKTaMH,
NPUHATBIMU Ha OCHOBaHUM cTaTbul 6 denepanpHoro 3akoHa ot 26 wuronst 2017 r. N 187-®3 "O
0e30macHOCTH KpUTHYecKOi wuH(opManmoHHoH wuH(ppacTpykTrypsl Poccuiickoit ®enepauuu', u
TpeGoBanusIMHU.

7. B ciydae MCHONB30BaHUS ISl 3allUThl MHGOpPMALUU, cojaepKalleics B MH()OPMALIMOHHBIX
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cucremMax, WMHUQPPOBAIBHBIX (KpUNTOrpaUyeckux) CpeACTB 3allMThl MHPOPMALUU  JTOJDKHBI
NPUMEHATBhCS TpeOoBaHUs O 3ammTe MHpopmanuu, ycraHosieHHble @CB Poccun B cOOTBETCTBHU C
gacTelo 5 crarteu 16 PenepanpHoro 3akoHa ot 27 wutonsg 2006 r. N 149-@3 "OO6 wmndpopmanuwy,
WH(POPMAIMOHHBIX TEXHOJOTHAX H 0 3amuTe nHpopmanuu'", u TpeGoBaHusI.

8. OYHKIIMOHUPOBAHKE MH(OPMaLIMOHHBIX CUCTEM Ha 6aze
MH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHOW MH(PACTPYKTypbl <3>, B TOM YHCJIE C HCIOJIb30BAHUEM
TEXHUYECKUX CPEJCTB M MpPOrpamMM Ul 3JIEKTPOHHBIX BBIUMCIUTENBHBIX MallMH M 0a3 JaHHBIX,
JIOMYyCKAeTCsl TPU YCIOBHUU 3alIUThl MH()OPMAIIMOHHO-TENIEKOMMYHHUKAIIMOHHON HH(PacTpyKTyphl B
COOTBETCTBUM ¢ TpeOoBaHUAMMU.

(B pen. lpukaza ®CTIK Poccun ot 08.05.2026 N 137)

<3> Ilyskr 3 Ilonoxenus o0 ydere WT-akTMBOB, HCIHOJB3YyeMBIX IS OCYIIECTBICHUS
NEeSTeNbHOCTH M0 HHU(PPOBOM TpaHCPOpPMAIMH CHUCTEMBI TOCYAAPCTBEHHOrO (MYHMIIUIAIHHOIO)
yYIOpaBJICHUs, YTBEPKIEHHOTO noctaHoBieHueM [IpaBurensctBa Poccuiickoit ®@enepaunu ot 1 urons
2024 r. N 900.

9. Omneparop (obOnmamatens wuHpOpMaNUU) AOKEH OOECMEYUBATh 3aIUTy HWHGOpPMAIUU B
COOTBETCTBUU ¢ TpeOoBaHMSMHU Ha BCeX CTaausax (dTamax) oOpaOOTKM W XpaHEHUs HHGOpPMAIUH,
CO3JIaHMsI U pa3BUTHUS (MOJECPHU3AIINH), IKCILTyaTallMd ¥ BBIBOJIA M3 JKCIUTyaTallud HH(OOPMAIIMOHHBIX
CUCTEM B paMKaxX (PYHKIIH, BBIIIOJHAEMbIX UIMH B COOTBETCTBUU ¢ DeiepanbHBIM 3aKOHOM OT 27 U0
2007 r. N 149-®3 "O6 undopmaryu, THPOPMALMOHHBIX TEXHOJIOTUAX U O 3amuTe HHpopmarun'".

(B pen. llpukaza ®CTOK Poccun ot 08.05.2026 N 137)

10. Omnepatrop (obOmamatens wWHPOPMANKMK) JOJKEH OOECMeYnBaTh 3alUTy HWHPOPMAIIHH,
oOpabaTbiBacMyt0 B HH(OPMAITHOHHBIX CUCTEMaX, B IIEIISX:

a) HeIOMyIIeHUs (CHIKCHHSI BO3MOXKHOCTH) HACTYIUICHUS! HETaTHBHBIX MOCIEICTBUIl (COOBITHIA)
OT HapylIeHHs KOH(PHUICHINATBHOCTH, EIOCTHOCTH, JOCTYITHOCTH WHPOpMAIMU (Janee - HapylIeHHe
6e30macHOCTH HHPOPMALIUN);

0) HenomnyIIeHNs (CHUKEHHUSI BO3MOKHOCTH) HACTYIIJICHUS] HETaTUBHBIX MOCIEACTBUIN (COOBITHIN)
OT HapymeHuss (QYHKIUOHUPOBAHHWS  WHPOPMANMOHHBIX CHUCTEM  BCIIEACTBHE  pealTU3aIliH
(BO3HUKHOBEHUS) Yrpo3 6€30macHOCTH HHPOPMAIIUH.

11. Omeparop (oOmamatens MHGOpPMAIUMK) AOKEH OIMpPENeIuTh LENH 3alluThl UHpopManuu B
3aBUCHMOCTH OT OKHMJIA€MBIX PE3yJbTaTOB OT MPOBEICHHS MEPONPUATUN W MPHHITHS MEp MO 3aIIUTe
unpopmanuu. HeratuBHble mMOCIEACTBUS (COOBITHS) OMpPENEISIIOTCS omepaTopoMm (oOmamaTeneM
nH(popMallii) Ha OCHOBE HMHQOpMAIMM, COAEp)Kalleicss B OaHKE MaHHBIX Yyrpo3 0e30MacHOCTU
unpopmannun  DPCTIOK Poccum <4>. [locpencTBoMm BbINOSHEHUS oreparopoM (obmagaTeneM
nH(pOopMalKn) 3aa4 3alUThl HHPOPMAIUH TOJKHBI OBITH JOCTUTHYTHI LEJIN 3alUThHl HHPOPMAIUH.

<4> [ToanoveakT 21 nvukra 8 ITonoxenus o ®CTOK Poccun.

12. TpeGoBaHWsS HE PACIPOCTPAHIIOTCS Ha WHPOPMAIMOHHBIE CHUCTEMBI ATMUHHUCTPAIIUU
[Ipesunenta Poccuiickori Penepanuu, anmapata Coseta besomacHoctu Poccuiickont ®depeparuu,
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@enepansHoro CobOpanust Poccuiickoit  ®epepauuu, Anmapara IlpaButensctBa Poccuiickoii
@®enepannn, Koncrurymuonnoro Cygna Poccuiickoii ®enepaunn, BepxoBroro Cyna Poccuiickoit
@enepanyn, a Takke HA MH()OPMAITMOHHBIE CHCTEMBI TOCYAaPCTBEHHBIX OPTaHOB, OCYHIECTBIISIOIINX
pa3BeAbIBATEIbHYI0O ¥ KOHTPPA3BEIBIBATEIBHYIO  JIESTEIBHOCTh, WH(POPMALMOHHBIE CHCTEMBI,
o0ecrnieunBaroIIye yrnpaBjieHHe BOOPYKEHNEM, BOCHHOH U CIIeUalIbHON TEXHUKOM.

Il. OpraHusauma neATeNnbLHOCTU MO 3awmTe MHopMaLUm
W ynpaBneHue faHHOW AeATeNIbHOCTbIO

13. Omeparop (oGmamatens WHGOPMAIIUN) JOHKEH OPTaHW30BBIBATEH JIEATEIBHOCTH IO 3aIlUTE
nH(pOpMalIMU U YIIPABISTh €10 B COOTBETCTBUU ¢ TpeboBaHUAMHU.

14. Opranusanus JesiTeIbHOCTH 1O 3aluTe HHPOPMaUK JOJDKHA BKIHOYATh!

a) pa3paboTKy U YTBEPKICHUE MOJIUTUKH 3aIIUThl HHPOPMALIMK, COleprKallell B TOM YHCIe:

o0nacTh JEHCTBHS MOJUTHKH, BKIOYas MepedeHb WHpopMalnuu, HUHOOPMAIIMOHHBIX CUCTEM,
KOMIIOHEHTOB HMH()OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHON WH(PACTPYKTYPHI, MOJUICKAIIUX 3aIIUTE B
COOTBETCTBUM ¢ TpeOoBaHUSAMU;

LU U 33]]a4d 3alUThl HHPOpMaIuy;

HPUHIUIBI 3aIUTHl HH(pOpMaIuuy;

NepeyHr OOBEKTOB 3alllUThl, BKJIOYass MpOrpaMMHbIe, NPOrpaMMHO-aNMNapaTHbIE CpPEICTBa,
nHpOpPMAaIMOHHbIE CUCTEMBI, CETH u HOJCETH, oOpasyromiye

MH(POPMALMOHHO-TEIIEKOMMYHHUKAITMOHHYIO HHPPACTPYKTYPY;

KaTerOpuu JIMI, YYacCTBYIOIIMX B 3amMTe HWHPOpPMALUH, WX O0O0s3aHHOCTH ((PYHKIUH) U
ITOJITHOMOYHS;

COCTaB OpFaHI/I3aHHOHHOI>'I CUCTEMBI YIIPaBJICHUA OCATCIBHOCTBIO II0 3alIUTC I/IH(bopMaHI/II/I u
CXCMY B3aUMOJICUCTBHUS €€ QJICMCHTOB,

OTBETCTBEHHOCTh PAOOTHUKOB 3a HapylleHue TpeOoBaHMH O 3ammre HHpOpMamuu u
YCTaHOBJICHHBIX orepaTtopoM (obsagareneM HHPOpPMALUH) IPpaBUiI 00paboTKH HH(pOpMAIIHH;

0) onpezeneHue UL, OTBETCTBEHHBIX 3a 3alIUTY UHPOpMAIUH;

B) MPUMEHEHHE MPOrpPaMMHBIX, MPOTrPaMMHO-aNMapaTHBIX CPEACTB, NpeJHA3HAUECHHBIX s
3alUThl HH(OPMALIUH;

I) pa3pabOTKy U yTBEP)KJICHHE BHYTPEHHHUX CTaHIAPTOB IO 3aluTe MH()OPMAIMH, COAEPKAIINUX B
TOM YHCIIE:

TpeOOBaHUS K TIEPBUYHOW UWACHTHU(DHUKAIMK JUI, OONAJAIOIIUX TMpaBaMd JOCTyNa K
WH(POPMAIIMOHHBIM CHCTEMaM U (MITH) coleprKalleicsl B HUX MHPOPMAILMU M UX MCIIOJIb30BAHUIO (Jayiee
- TIOJTb30BATENN );

Tpe6OBaHI/I${ K IPpUMECHAECMBIM MOACIISAM OOCTYyIIa HOHBSOB&TCHCﬁ;
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nepeueHb paspeiieHHoro u  (WIM) 3alpelieHHOro Ul WCIOJb30BaHUSA MPOTPAMMHOTO
o0ecreueHus;

TpeOOBaHUs K TUIIOBBIM KOH(HUTYpausam u HacTpOUKaM IIPOTrPpaMMHBIX,
IIPOrPaMMHO-ANNaPATHBIX CPEJICTB;

TpeOoBaHUS K KOHPUTYpallUsiIM U HACTPOMKaM IMPOrpaMMHBIX, TPOrpaMMHO-aINapaTHBIX CPEACTB,
IpeJHAa3HAYEHHbIX JUIsI OOecleyYeHus JOCTyna IoJb30BaTeslel W3 HMH()OPMAIMOHHBIX CHCTEM K
nH(OPMaLIMOHHO-TEIEKOMMYHHUKAITMOHHOM ceTu "MHTepHeT" (nanee - ceth "MuTepHeT");

TpeOOBaHuUS K KOH(MUTYpaLUsIM U HACTPOHKaM MPOTrPaMMHBIX, IPOTPAMMHO-ANIapaTHBIX CPEICTB,
NpeJHa3sHAYeHHbIX Ui OOECleYeHUsl YOAJIEHHOrO JOCTyIa I0JIb30BaTeNel K HH(OPMAIMOHHBIM
CHCTEMaM W Co/IepiKallelicss B HUX MH(OpMaIuy, BKIOYas TpeOoBaHHUS K 00eCIedeHnI0 0e30macHOM
JTUCTAHIIMOHHOUN paboTHI;

OIrpaHU4YCHHA W 3aIlIPCThI ,HCfICTBHI;'I JJIA MOJIb30BaTelIeH IIpu HCIOJIb30BAHHUU H obecreyeHnu
OKCILTyaTaluu UMHU I/IH(i)OpMaI_II/IOHHBIX CHUCTEM,

TpeOOBaHUS K 3alluTe (PU3HMUECKUX U BHUPTYAIbHBIX YCTPONCTB HMH(OPMAIIMOHHBIX CHCTEM,
UMEIoLUX J0cTyn K ceTu "MHTepHeT" (1ajnee - KOHEUHbIE YCTPOICTBA);
(B pen. llpukaza ®CTOK Poccun ot 08.05.2026 N 137)

TpeOOBaHUS K 3alllUTe MOOWJIBHBIX YCTPOMCTB, IUIAHIIETHBIX, MEPEHOCHBIX KOMIIBIOTEPOB,
IIPUMEHSEMbIX I10JIb30BATENAMU JJIsl AOCTyHna K HHGOPMALMOHHBIM cHCTEeMaM (32 MCKIIOYEHHEM
MOOWJIBHBIX YCTPOMCTB, NpeAHa3HAYeHHBIX A JocTynma K caitam cetu "MHTepHEeT" W UHBIM
nyOnIUYHBIM BeO-pecypcam) (fanee - MOOMIIbHBIE YCTPOMCTBA);

TpeOOBaHUS K HEMIPEPHIBHOCTH (PYHKIIMOHUPOBAHUS HH()OPMAIIIOHHBIX CUCTEM;

TpeOOBaHUSI K PE3EPBHOMY KOIMUPOBAHWIO HH(OpPMALIUU, TMPOTPAMMHOTO OOECIEeYEHUs M €ro
KOH(UTyparuii;

TpeboBaHUs K cOOpY, PErUCTPAllU U aHAIN3Y COOBITHH, CBA3aHHBIX C BO3MOKHBIM HapyIICHUEM
OezomacHOCTH  HMHGOPMAaIMM, HapylmIeHHEM (QYHKIHOHHPOBAHHS HH(POPMAIMOHHBIX  CHCTEM,
peanu3aryei yrpo3 6e3o0nacHOCTH HHPOPMALIUH (Jaee - COObITHS 0e30MacHOCTH);

Tp€6OBaHI/I$I K 3aluTe I/IH(i)OpMaI_II/II/I Ipu MOAKIKOYCHUN K I/IH(bOpMaI_[I/IOHHBIM CHUCTEMAaM HHBIX
I/IH(l)OpMaIII/IOHHI)IX CHUCTEM, BKIIIO4ast Tp€6OBaHI/I$[ K KaHaJIaM nep€aadu JaHHBIX IIpUu BSaHMOﬂeﬁCTBHH C

TaKUMU I/IH(i)OpMaHI/IOHHI)IMI/I CHUCTEMAaMU,

1) pa3pabOTKy M yTBEPXkKACHUE BHYTPEHHHUX PErJIaMEHTOB IO 3aluTe MHPOPMAIUH, COJEPKAIINX
B TOM YHUCIIE:

MOPAAOK CO3JaHUs, YUCTa, USMCHCHUS U 6HOKI/IpOBaHI/IH, KOHTPOJIA, YAAJICHUS YYCTHBIX BaHHCGﬁ;

NOPSIOK  CO3JaHMsl,  ydeTa, W3MEHEHHss U  OJIOKUpOBaHMSA,  KOHTPOJS,  yAaJCHUs
IIPUBUJIETUPOBAHHBIX YYETHBIX 3aIMCEMH;

MOPSAJOK CO3JaHMSI, M3MEHEHHs, OJIOKMPOBAaHUS, KOHTPOJS, yJNaleHHUs ayTeHTU(UKALHOHHON
MHGOPMALIUU U CPEJCTB ayTEeHTU(PUKALINHI;
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HOPSII0K IPEOCTaBICHUS MOJIb30BaTENSAM yIAIEHHOTO JOCTYIA K HH(POPMAIlMOHHBIM CUCTEMaM U
coJiepxkaleiics B HUX HH(popMaium;

HOPSIZIOK M YCJIOBUSL TPEAOCTAaBICHHs pabOTHHKAM MOJPSIHBIX OpraHu3aluid JOoCTyma K
WH(POPMAIMOHHBIM CUCTEMaM, COIepIKaIlIelicsl B HUX HH(pOpMaIum, U (M) nepeaadyd uM HHPOpMaIny,
KOHTPOJIA 32 TAKUM JOCTYIIOM, Mepelayeil B CIIyyae IPHUBIICUYCHUS MMOAPSIHBIX OPraHU3alni;

HOPSI0K IPeA0CTaBICHHs pA0OTHUKAM MHBIX TOCYJapCTBEHHBIX OPraHOB, OPraHU3alMi JOCTyIa K
MH(POPMALIMOHHBIM CHCTEMaM, cojiepikalieiics B HUX MHopMauu 1 (WIM) nepefadu UM UHPOpMaLuu
Y KOHTPOJIS 32 TAKMMHU JTOCTYTIOM, Tepenaveit (B ciaydae MH(OOPMAIIMOHHOTO B3aMMOACHUCTBUS C MHBIMU
roCy/1apCTBEHHBIMU OPraHaMHU, OPTaHU3ALMSIMHU);

MOPSIIOK  TIPEIOCTABJICHUS TIOJIB30BATENSIM JIOCTYNAa W3 HMH()OPMAIMOHHBIX CHCTEM B CETh
"NHTepHET" ¥ KOHTPOJIS €€ UCTIOIb30BAHMS;

MOPSIIOK TIOBBIIIICHUSI YPOBHSA 3HAaHUN M WHGOPMHPOBAHHOCTH IIOJI30BATEJICH IO BOIPOCAM
3aIUThl HH(OPMALINH;

MOPSIOK BBISIBIICHUSI, OLICHKM M YCTPaHEHUsS YSI3BUMOCTEH HMH(GOpPMAIMOHHBIX CHUCTEM (Hajee -
yIpaBJIEHUE YSA3BUMOCTSMU);

MOPSIOK  TIOJYYEHUS, OICHKH, TECTUPOBAaHHS W TPUMEHEHHUS OOHOBJICHWH IPOTPaMMHBIX,
MIPOrpaMMHO-AIIAPaTHBIX CPEJICTB (J1ajee - ynpaBieHHe OOHOBICHUSIMH);

MOPSAI0K 00pabOTKH, XpaHeHus U oOpalieHus ¢ nHpopMaluel OrpaHUYEeHHOTO JOCTYTIA;
MOpsAI0K obecrieueHus: GU3NYECKON 3anuThl UHOOPMALIMOHHBIX CHCTEM;

MOPSIOK  pa3pabOTKK  OE30MacHOr0  MPOrpaMMHOIO  OOecredeHuss <5> B clyyae €ro
CaMOCTOSTEIILHOM pa3paboTku ornepaTopoM (obnanaTeneM HHGOpMAIUN);

<5> Ilyskr 3.1 nanmoHanmbHOro cranaaptra Poccuiickoit @enepauun ['OCT P 56939-2024
"3ammuTa nHopmarnuu. Pazpaborka 6e3onmacHoro mnporpaMMHoro odecnedeHusi. OOmume TpedoBaHus",
YTBEPKACHHOTO M BBEICHHOTO B JeiicTBUe mpukazoM Poccranmapra ot 24 oktsa6ps 2024 r. N 1504-ct
(M., ®I'bY "PCT", 2024) (manee - 'OCT P 56939-2024).

(B pexn. [Ipukaza ®CTIK Poccum ot 08.05.2026 N 137)

MOpsAAOK BBIBOJAa B KOHTYP HpOMBIHIHeHHOﬁ OKCILTyaTaluu CCPBUCOB, JOCTYII K KOTOPBIM
OCYHIECTBIACTCA C UCIIOJIB30BAHUEM CETU "I/IHTepHCT", B CJIyda€ HaJIW4usA TaKUX CEPBUCOB,

HOPSI0K MOHUTOPUHTa HH(POPMALIMOHHOM 0€301macHOCTH <6> MHPOPMALIMOHHBIX CUCTEM;

<6> Ilynkr 3.7 HaumoHanpHOro cranzapta Poccuiickoii ®epepanuun ['OCT P 59547-2021
"3amura wHOOpMammU. MOHUTOPUHT HWHPOPMAIIMOHHOW Oe3omacHocTH. OOmue mMoIoKeHus",
YTBEPKJACHHOTO W BBEJCHHOTO B jAciicTBUE mpuka3zom Poccranmapta ot 27 mrons 2021 r. N 656-ct (M.,
@®I'BY "PCT", 2021) (manee - TOCT P 59547-2021).
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MOpsAA0OK  BOCCTAHOBJICHHUA  IITATHOI'O (I)YHKL[I/IOHI/IpOBaHI/ISI I/IH(I)OpMaL[I/IOHHLIX CHUCTEM U
TCCTUPOBAHUA IMPOLUCCCOB BOCCTAHOBJICHU A,

MOPSAJOK KOHTPOJISL YPOBHS 3alMIIEHHOCTH HMH(OpMalMU, colepkalieiicss B MHPOPMAIIMOHHBIX
CUCTEMAX;

€) BBIZCTICHUE OPTaHM3alMOHHBIX, TEXHUUYECKUX W MHBIX PECYpCOB, HEOOXOAMMBIX ISl 3aLHUTHI
nH(pOpMaIIUU.

15. TIlpu pa3paboTke TOJUTUKM 3alIMThl UHPOPMALMU  JTOJDKHBI  yYUTHIBATHCS  BCE
nH(POPMALMOHHbIE CHUCTEMBI oreparopa (obnmamarens UHPOPMALIUN), a TaKxKe
WH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHAsT MH(pacTpykTypa, eciau WH(GOPMAIMOHHBIE CHCTEMBI
GyHKIMOHHUPYIOT Ha 0asze HMH(OPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHON HH(pacTpyKTypbl. llomuTuka
3alUThl MH(GOpPMAIMM yTBEpPXKIAeTCcsd pPyKOBoAUTENeM omepartopa (obsagarens HHGOpMALMK) HIU
YIIOJIHOMOYEHHBIM ~ pYKOBOJIUTeNeM omeparopa (obmamarens wuHbopManuu) JIMLOM (Janee -
OTBETCTBEHHOE JIMII0) M 0Os3aTenbHa I HUCIOJHEHUS BCEMH MOJpa3JeNeHus MU (pabOTHUKAMMU)
orepaTtopa (obmaaarens HHPOPMAIUK) B YACTH, UX KaCAFOIIEHCS.

16. Opranu3anuu, KOTOPbIM MPEIOCTABISETCS TOCTYN K WH(OPMAIIMOHHBIM CHCTEMaM OIlepaTropa
(o6namarens wHpopmanuu) W (WIKM) couepKameircss B HUX HHPOpManuu JUisl OKa3aHUS YCIyT,
MpoBeACHUST paboT Mo 00paboTke, XpaHEHUIO HHGOPMAIMH, CO3JaHUIO0 (Pa3BUTHIO), OOCCIICUCHHIO
IKCIUTyaTalui HHQOPMAIIMOHHBIX CUCTEM, a TAKXKE JIJIS BBIOJHEHUS paboT, OKa3aHUs yCIYT 10 3aIIUTe
uHpopManuu (anee - MOAPSAIHBIC OPTaHU3AINH), JOHKHBI OBITh 03HAKOMIICHBI C MOJHUTUKON 3alUTHI
nHpOpPMALIMU B YACTH, MX KaCAIOIIEHCs.

OOs3aHHOCTD TIOJPSITHOW OPTaHM3AlMU TI0 BBIMOJHEHHUIO TIOJUTUKU 3alIUTHl WH(GOpPMAIUU
JOJbKHA OBITH OMpefielieHa B JOKyMeHTax omeparopa (oOmajgatens uHGOpMaluu), Ha OCHOBAaHUU
KOTOPBIX B TOM 4HCIIE Ieperaercs HH(opMmamnus, MPeAoCTaBIIeTCs AOCTYN K HH(OPMALMOHHBIM
cuctemam oneparopa (obnangarens nHGOPMAIIUN) UITU coAepKallelcs B HUX HH()OPMAIIUU.

17. 3ammry WHPOpPMALMU JODKEH OPraHM30BBIBATH PYKOBOJIMTENb oreparopa (oOnamaTens
nH(OPMALIKN) UIIH IO €r0 PEHICHUIO0 OTBETCTBEHHOE JIHIIO.

18. O6sBanHoctd (PyHKIMHM) ¥ TOJTHOMOYHS OTBETCTBEHHOTO JIMIIA TI0 OpraHW3aIlluu
JESATETLHOCTH TI0 3aIuTe HHGOPMAINH, YIIPABICHUIO 3alIUTON HH(OPMAITNH, a TAKXKEe 110 OpraHu3aIuu
KOHTPOJISI 3a JIaHHOM JeATeIbHOCThI0 Yy omeparopa (obmaxarens uHGOpMaluu) IODKHBI OBITH
BKJIFOUEHBI B JOJDKHOCTHBIE OOS3aHHOCTH (TpyIoBble (PyHKIMH) OTBeTCTBeHHOro jwuna. CocrtaB
00si3aHHOCTEeW ((PYHKIMI) W TIOJTHOMOYMI OTBETCTBEHHOTO JIMIIA JIOJDKEH OBITh JIOCTaTOYEH JIs
OpraHM3allK JIeATEIHPHOCTH TI0 3alUTe HWHPOPMAIMM ¢ YIOPABICHUS JTOW JCATCIBHOCTHIO B
COOTBETCTBUM C TpeOoBaHWSIMH, a TaKKe OpraHWU3alWud KOHTPOJS 3a JAaHHOW JIEATEIBHOCTBIO ¥
omeparopa (obsagaresns HHGOPMAITIH).

19. PyxoBoauTens onepatopa (obnanatens nH(GopMannum), OTBETCTBEHHOE JIUIO JOJDKHBI CO31aTh
(ompenenuTh) CTPYKTYpHOE TOApa3/esieHHe WIM Ha3HAYMTh OTACIBbHBIX CIIEHUAIHCTOB, HA KOTOPBIX
BO3JIararoTcs 00s3aHHOCTH ((YHKIMHN) MO 3amuTe HHpopMarun (1ajnee - CTPyKTYpHOE MOJIpa3ieeHne
(crienuanucThl) Mo 3anMTe HHPOPMALIUH).

(B pen. lpukaza ®CTIK Poccun ot 08.05.2026 N 137)

OYyHKIUA W TOJHOMOYHUS IO 3alfuTe MHPOPMAIMH CTPYKTYPHOTO TOJAPA3/CICHHUS IO 3allHuTe
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UHGOpPMALUU ONPEAEISAIOTCS B MOJIOKEHUH O CTPYKTYPHOM MOAPA3eNeHUH WX WHOM JIOKYMEHTE, B
COOTBETCTBUH C KOTOPHIM (PYHKIITMOHUPYET CTPYKTYpHOE nojapasaenaeHue <7>. O6s3aHHOCTH (PYyHKIIUH)
U TOJIHOMOYHMS CHEUHAIKUCTOB MO 3aluTe MH()OPMAIMK MO MPOBEACHUIO MEPOIPHUATUN U HMPUHSATHIO
Mep TO 3amuTe WHPOPMAIMU JOJDKHBI OBITh YCTAaHOBJIIEHBI B HMX JOJDKHOCTHBIX OOSI3aHHOCTSAX
(TpynoBeix (ynkuusx). CoctaB obOs3aHHOCTEH (GYHKIUMI) U MOJHOMOYHMI MO 3amuTe MHGOpMaIUU
CTPYKTYPHOTO MoApa3eiaeHus (CIeLHUaIuCTOB) M0 3aluTe UHGOPMAIMK JOJDKEH ObITh 10CTaTOUYEH JUIs
NIPOBEACHUS MEpPONPUATHA M TMPUHATUS Mep M0 3aluTe HHGOPMAalUM B COOTBETCTBUHU C
TpebGoBaHUSIMH.

<7> TunoBoe MOJOXEHHWE O CTPYKTYPHOM TIOJApA3EIeHHd opraHa (OpraHU3aINH),
oOecnieunBaromieM HHPOPMAIMOHHYI0 0€30MacHOCTh OpraHa (OpraHu3aluu), yTBEPKIACHHOE
nocranosieHueM [IpaButensctBa Poccuiickoit @enepaunu ot 15 urong 2022 r. N 1272.

B ciyuae Hanuums y omeparopa (o6namatens MH(GOpPMAIUM) CTPYKTYPHOTO MOJpAa3/eieHusi, Ha
KOTOpPOE BO3JIOKEHBI (QYHKIMK M0 oOecredeHn0 WHPOPMAIMOHHONW Oe30macHOCTH <8>, 3ammra
nH(pOpMaLUU MOKET ObITh BO3JIOKEHA HA YKa3aHHOE MOoJipa3ziesieHuE.

<8> [ommynkt "0" myHkTa 1 Ykasa IIpesunenta Poccutickoit @eneparuu ot 1 mast 2022 r. N 250
"O [OMONMHUTENBHBIX Mepax o obecrneyeHno WHGOPMAMOHHON Oe3omacHocTH Poccuiickoit
Oenepanun".

20. PaGOTHUKH CTPYKTYPHOTO TOJpa3AeiieHus (CIeIHUAINCThI) 10 3auTe HH(POPMAIHH TOJIKHBI
00J1a/1aTh KOMIICTCHIIUSAMHU, HEOOXOJMMBIMH JUISI BBITIOJHEHHS BO3JIOKEHHBIX HAa HUX OOsS3aHHOCTEH
(bynkumii) mo 3ammure WHPOPMAMH B COOTBETCTBUU ¢ TpeOoanusimu. He menee 30 mporieHTOB
pabOTHUKOB  CTPYKTYPHOTO  MOApa3[eleHus 1O  3amure HUHQOpMaluu  JOJDKHBI  MMETh
npodeccronanpHoe 00pa3oBaHHE MO CHEIUAIBHOCTH WJIM HAMpaBICHUIO IMOATOTOBKH B 00JacTd
nH(OPMAIIMOHHOKW 0€30MmacHOCTH WM TPOHUTH OOyYeHHe 10 MporpaMme NpodecCHOHATBHON
MEPETIOATOTOBKH B 00JIACTH MHPOPMAITMOHHOM 0€301acHOCTH.

21. CtpykTypHOE Tojpa3jaeiieHrne (CIeNUaTuCThl) MO 3anuTe WH(QOPMAIUK JTOJDKHO (JOJIKHBI)
o0ecrieunBaTh 3alUTy HWHGOpPMALMK BO B3aUMOJEHCTBUU C MOApa3JeieHUIMU (paOOTHHUKAMH),
HCTOJIB3YIOLUMU nH(pOpMaLMOHHbBIE CUCTEMBI, u noJipa3aeieHusIMU (paboTHUKaMN),
00ecreunBarOIUMHU YKCIUTYaTaI[NI0 HHPOPMAITMOHHBIX CUCTEM.

22. Tlompa3nenenusi (paOOTHUKH), HCHOJB3YIONIME WHPOPMAIIMOHHBIE CHCTEMBI, JOJIKHBI
Y4acTBOBAaTh B IMPOBEJICHUU MEPOIPHUATHA W MPUHATHH Mep MO 3ammre HHPOopMauu B o0BeMe,
YCTaHOBJICHHOM oIepaTopoM (o0amaTesieM HHPOpMAIMK) BO BHYTPCHHUX CTaHIApTaxX W periaMeHTax
10 3aIuTe HHPOPMAITUH.

[Tonpasznenenusi, obecneynBarolIMe HKCIUTyaTalMl0 HH()OPMAIMOHHBIX CHUCTEM, JOJKHBI
MIPOBOJIUTH MEPONPHUATHS M HPUHUMATh MEphl MO 3alMTe HH(GOpPMAIMU B XOAE COMPOBOXKACHUS,
o0cIiTy>)kuBaHUsl WH(POPMAIIMOHHBIX CHCTEM, MOCTAaBKM KOMIUIEKTYIOIMIMX W HMHBIX BHAOB paboT 1o
JKCITyaTauu WH()OPMAIMOHHBIX CHUCTEM B O0BEME, YCTAaHOBJIICHHOM orepaTopoM (oOiamaTerieM
nH(pOpMallMK) BO BHYTPEHHUX CTaHIApTaxX U perjiaMeHTax 1o 3aluuTe nHGOopMaluu.

23. CTpyKTypHBIM ToOJpa3felieHneM (CHenuaqucTaMH) IO 3almre HHQOpPMALUU TOJKHBI
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MPUMEHSThCS MPOTPAMMHBIE, TMPOTPAaMMHO-aNMapaTHbIe CPEICTBA, TMO3BOJSIONIME OOECIEeUUTh
BBINOJIHEHUE BO3JIOKEHHBIX Ha HUX 00s3aHHOCTEeH ((DyHKIMIT) 1O 3ammTe HHPOPMAIIUH, B TOM YHCIIE 110
BBISIBJIIGHUIO yrpo3 Oe3zomacHOCTH HH(pOpMAIMK, OOHAPY)KEHUIO M TPEIOTBPAIICHUIO BTOPKECHUH,
MIPOBEJICHUIO KOHTPOJI YPOBHS 3alIMIIEHHOCTH HMH(POpMAIUH, coaepiKalleicss B MHPOPMAIMOHHBIX
CUCTeMaX, MOHHMTOPHUHTY HH(POPMAIMOHHON 0€30MacHOCTH WH(GOPMAIMOHHBIX CHCTEM, BBISBICHUIO
ySI3BUMOCTEH, KOHTPOJII0 HACTPOEK M KOHPUrypauuii nHOOPMALMOHHBIX CHCTEM, a TAaKXKe CPeJICTBA U
CUCTEMbI, NpEeJIHA3HAYEHHbIE AJI1 aBTOMATU3ALMM W AHAIUTUYECKON MOJAEPKKH IEATEIBbHOCTH IO
3anuTe HHPOpPMaLUH.

CocTaB mporpamMMHBIX, TPOrPAMMHO-AINMAPATHBIX CPEICTB, HEOOXOIUMBIX CTPYKTYPHOMY
MoApa3iesieHuo (CrenuaaucTaM) Mo 3anuTe WHQOpMaluu IS BHITOJHEHUS BO3JIOKEHHBIX HA HUX
obsi3anHOCTEeH ((PyHKIMIT), OompemenseTcs BO BHYTPEHHHX CTaHAapTaxX W perjiaMeHTax Mo 3aluTe
nHpopmanuu.

24. Jlng mpoBeOeHMS MEpONpPUATHH W NPUHATHS Mep MO 3almmTe HHGOOpMAaluM ONepaTopoM
(obnamareneM wuHGOpMAIMM) MOTYT MpPHUBICKAaThCS OpPraHM3allMM, HUMEIOIIUE JIMIEH3UI0 Ha
NEeATeNIbHOCTh 10 TEXHUYECKOW 3ammre KoH(UIAeHIHWaTbHOW wHQOpMammu <9> (mamee -
CTeNMaIN3UpOBaHHbIe opranm3anun). CocTaB MPOBOAMMBIX CIIEUATU3NPOBAHHBIME OpPTraHU3AIUSIMH
MEpPOTIPUSATHA W TPUHUMAEMBIX MMH Mep MO0 3aluTe WHQPOPMAIWH, HCIOIB3YEMBIX MHpPH AITOM
IPOTPaMMHBIX, MPOrPaMMHO-AIAapaTHRIX CPEACTB, NpEeAHA3HAYCHHBIX JUI 3alIUTHl HH(OpManuy,
ompezessieTcst onepatopoMm (obnagareneM uHpOpMaimu). PaGOTHHKH CTPYKTYPHOTO IOAPA3IeICHHS
(crienuanuCThl) Mo 3amuTe nHpopmanuu oneparopa (obiaanatens HHPOPMALIUHU) JOHKHBI TPUBICKATHCS
K TpPUEMKE pEe3yJbTaTOB pabOT M YCIYr, BBINOIHSAEMBIX (OKa3bIBAEMBIX) CIIEHUAIN3UPOBAHHBIMHU
OpTaHU3aIISIMH.

<9> Ilynktr S yvactu 1 crateu 12 ®PenepansHoro 3akoHa ot 4 mas 2011 r. N 99-®3 "O
JTUIEH3UPOBAHUHU OTJENIBbHBIX BUJIOB I€ATEIHHOCTH" .

25. OneparopoM (obsanaresneM HH(POPMAITUH) JOJKHBI ObITh pa3paObOTaHbl U YTBEPKICHBI:

BHYTPEHHHE CTAHAAPTHI 110 3aIuTe WH(POPMAINHY, YCTAHABIMBAIOIINE TPEOOBAHHS K peaTH3aluu
Mep Mo 3amuTe HHHOPMALUK TPUMEHUTENIBHO K 0OCOOEHHOCTSM JIeATEIbHOCTH orneparopa (obnagarens
nHpopmanun) 1 GyHKIHOHUPOBAHUS HH()OPMAITMOHHBIX CUCTEM;

BHYTPEHHHE pETJIaMeHThl N0 3aiuTe HWH(OpManuy, CoAepKallue MOPSIIOK IPOBEICHHS
MEpPONPUATHIA HMIM ONHCAaHHE peaM3yeMbIX IMPOLECCOB IO 3aIlIUTE WH(POPMALUU MPUMEHUTEIBHO K
0COOEHHOCTSIM ~ JIESATETBHOCTH omeparopa (obnmamatens wuHPOpManmuu) W (QYHKIMOHUPOBAHHS
MH(OPMALIMOHHBIX CUCTEM.

BHyTpeHHUE CTaHIApThl U PETJIAMEHTHI 110 3allUTe WHPOPMAIHH YTBEPKIAIOTCS PYKOBOTUTEIIEM
oneparopa (o6sagaresns nHGOPMAIMHN) HIIM OTBETCTBEHHBIM JIMIIOM.

OO6nacTth JeicTBUS BHYTPEHHHX CTaHAAPTOB UM  PEMVIAMEHTOB IO 3alure HHpopMaluu
ofpeJieNIAeTcs onepaTopoM (obaanaTesneM HHGOPMAIIH).

26. BHyTpeHHHE CTaHAApTBl W pErJaMEHThl 1O 3almTe WHOOPMAIUU JTOBOAATCA JIO
MOJIB30BATENEH, @ TAKKE MOAPSIHBIX OPTraHU3ALMI B YACTH, UX KACAIOIIEHCs.
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BHYTpeHHI/Ie CTaHAApPThl W PCErJIaMCHTBI 110 3allUTC I/IH(1)OpMaI_II/II/I nomJIC’)KaT MCIIOJITHCHHIO
IIOJIB30BATCIISAIMHU B 4aCTHU, UX Kacarolieucs.

OO0s13aHHOCTD MOJIPSITHONM OPTaHU3ALMHU 1O BHITIOJTHEHUIO BHYTPEHHUX CTAHAAPTOB U PETJIAMEHTOB
o 3amuTe HHQOpMaIMKM JOJKHA OBITh OIlpejaeseHa B JOKYMEHTax oneparopa (oOsangatens), Ha
OCHOBAaHMW KOTOPBIX Tepenaercss HWH(OpMAIHs, MPEAOCTABISETCS JOCTYH K WH(POPMAIMOHHBIM
cucteMaM oneparopa (oOmamaresns nHGOPMAIUN) WIIA COACPIKAIIEHCS B HUX HH(GOPMAITIH.

27. CtpykTypHOE MoOfpazjefeHre (CHelHaIucThl) MO 3aluTe UHGOPMAMU JODKHO (JOJDKHBI)
pa3pabarbiBaTh W TPEACTaBIATH  PYKOBOJIUTENIO  omeparopa (oOmamatens  MHQOpMaIum),
OTBETCTBEHHOMY JULY 000CHOBaHHBIE IIPEI0KEHUS 1o OpraHU3allMOHHBIM,
MaTepUaIbHO-TEXHUYECKUM U HHBIM 00€CIEeUMBAIOLUIMM pecypcaM, HEOOXOAMMBIM Ui IMPOBEIEHUS
MEpPOIPUATHA U HPUHATUS Mep IO 3aluTe MH(OpMalMH, ¢ yKa3aHHEM CBEJIEHUN O IIeNAX 3allUThl
uHpOpMaLUY, Ha JIOCTMKEHUE KOTOPBIX TPeOYIOTCS Pecypchl, M MEpEeuHs HEraTHUBHBIX IOCIEACTBUI
(coObITHI), HACTYIUIEHUE KOTOPBIX IPOrHO3UPYETCA B CIIydae OTCYTCTBUS PECYPCOB.

PykoBoaurens omneparopa (oGmagarenst uH(OpMaIMM), OTBETCTBEHHOE JIMII0O Ha OCHOBE
IIPEACTABIICHHBIX IIPEMIOKECHUM M B IpEAeiiax UMEIOIIUXCA CPEACTB IIPEAYCMAaTPUBACT BBIICICHUE
OpraHMU3alMOHHBIX, MAaTEPUATIbHO-TEXHUYECKUX M MHBIX 00€CHEeUMBAIOIIUX PECYPCOB ISl IPOBEACHUS
MEpOIPUATH U TPUHATUS Mep MO 3aluTe HHPOpPMAIMH, TPUBICYEHHUS MpPU HEOOXOTUMOCTU
JONOJTHUTEbHBIX CUJI U CPECTB JUISl 3allMThl HHPOPMALIMU B COOTBETCTBUM ¢ TpeOoBaHMAMU Ha BCEX
JTanax *XMU3HEHHOT0 LUKJIa HH(OPMAIIMOHHBIX CUCTEM.

28. YmpaBneHHe JesITeIbHOCTBIO MO 3aIluTe MH(OpMAIMKM JODKHO OCYLIECTBIATHCS B paMKax
(YHKIMOHHMPYIOIIEH OpraHU3allMOHHONW CHUCTEMBbI YIPABICHHS, BO3IJIABISEMON PYKOBOIUTEIEM
orepatopa (oOmamarenss MHGOPMAIIUU) WIH TI0 €r0 PEIICHUI0 OTBETCTBEHHBIM JIMIIOM. YTIpaBIICHUE
JeSITeNIbHOCTBIO 10 3aluTe HH)OpPMALUU JOHKHO BKIIOYATh:

a) pa3paboTKy U INIAHUPOBAHHUE MEPOIIPHUATUN U Mep 110 3aLUTe HHPOPMALIUY;

0) mpoBeJieHNEe MEPONPUATHIA U IPUHITHE MEp I10 3aIuTe HH(POPMALIUH;

B) MPOBEJICHUE OLIEHKU COCTOSHUS 3aIlUThl HH()OpMaIuH;

I') COBEPILIEHCTBOBAHUE MEPONPHUATHI U Mep 1O 3aIUTE HHHOPMAITHH.

29. Ilpu pa3pa®oTke M IUIAHUPOBAHUU MEPOIPHUIATHH U Mep MO 3aluTe MH(POpPMALMK TOJIKHBI
OBITh:

a) OIpCaACIICHBI COOBITHS B I/IH(i)OpMaI_II/IOHHBIX CHUCTEMAX, HACTYILUICHUEC KOTOPBIX MOXXET IIPHUBECTU
K HApYIICHUIO Leseit 3auThl I/IH(i)OpMaI_II/II/I, YCTAaHOBJICHHBIX B ITOJIMTHKE 3allIUThI HH(bOpMaHHH;

0) onpezaeneHbl HHPOPMALMOHHbBIE CHCTEMBI, IPOrPaMMHBIE, IIPOTPAMMHO-AMIapaTHbIe CPEICTBA,
HECAaHKLUMOHUPOBAHHBIA JOCTYNl K KOTOPbIM M (WJIM) BO3JAEHCTBHE HA KOTOpPbIE MOIYT IPUBECTU K
HapYIIECHHIO [IeJIeH 3alUThl HHPOPMAIINHY, YCTAHOBJICHHBIX B MOJUTHKE 3aIIUTHI HH(OPMAIIHH;

B) BBIABJICHBI W OIIEHEHBI Yrpo3bl 0€30MacHOCTH MH(OpManuu, peanu3anus (BOSHUKHOBECHHE)
KOTOPBIX MOXET MPHBECTU K HAPYLICHWIO Iiefeil 3aiuThl MH(GOPMaIUK, YCTAHOBIECHHBIX B IOJINTHKE
3amuThl HHGOPMAIUU (J1anee - yrpo3bl 0€30MacHOCTH MH(POPMAIIH);

www.consultant.ru CrpaHvua 11 u3 34
HafeXHasa npaBoBas noaaepXxka


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.04.2025 N 117

(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

F) OMNPCACIICHBI COCTaB M CPOKHU IIPOBCACHUA MepOHpI/IﬂTI/Iﬁ U TPpUHATHA MCp IIO 3alluTe
I/IH(I)OpMaI_II/II/I 1 OIICHCHBI H€O6XOIII/IMBIC AJId 3TOTO PECYPCHI.

30. IIpoBoaMMBIE MEPOIPHUATUS U MPUHUMAEMbIE MEPHI 0 3aIIUTE UHPOPMALUU JOJDKHBI OBITh
HaTpaBJICHbl Ha OJIOKMpOBaHWE (HEUTPAIM3AINIO) aKTyalbHBIX U1 HHPOPMALMOHHON CHCTEMBI YIpo3
O0e3onacHoCcTH WH(pOpManuu (Janee - akTyaJdbHbIE YIPO3bI) B COOTBETCTBUU C IEISMH 3aIllUATHI
WHpOPMAIINH, ONIPEACTICHHBIMH B TIOJMTUKE 3allIUTHI HHPOPMAIIHH.

B 3aBucumocTH OT mesei 3amuThl HHGOPMAIMM MEPONPUATHS U MEPHI 0 3aluTe WHPOopMaUn
JIOJKHBI OBITH HAaIIPaBJICHbI HA!

a) UCKJIIOYEHHE YTEYKH HMHGOPMAIMM OTPAHUYEHHOTO JOCTyHNa W HMHOH KOH(UACHIUATBLHOU
nH(popManuu;

0) mnpemoTBpalleHHEe HECAHKIIMOHUPOBAHHOTO JIOCTyma K WH(GOPMAIMOHHBIM CHCTEMaM |
coliepkamieiics B HUX HHpOpMalUHM, OOHapykeHHuEe (aKTOB HECAHKIIMOHMPOBAHHOTO JOCTyIa U
pearupoBaHue Ha HUX;

B) MpeA0TBpAIleHNEe HECAaHKIIMOHUPOBAaHHON Moaudukanuu uHGopmaum, oOHapyxeHue (GpakToB
HECAHKIIMOHUPOBAHHOW MOJU(HUKAIIMY U pearnpoBaHKe Ha HUX;

r) MpeAoTBpallleHHe HECAHKIIMOHUPOBAHHON TOAMEHBI WH(pOpManuu, oOHapyxkeHHe (HAKTOB
HECAHKIIMOHUPOBAHHOMW MMOJIMEHBI U PEarnpOBaHUE HA HUX;

) TMpeAoTBpallleHHe HECaHKIMOHUPOBAHHOTO yAajJeHUs HMHPOpMAMM M MPOrPaMMHOIO
obecnieueHus, oOHapyx eHHe (PaKTOB HECAaHKIIMOHHUPOBAHHOTO yAaJCHHS U pearnpoBaHue Ha HUX;

€) MCKIIOYEHHE WIHM CYIIECTBEHHOE 3aTpyJHEHHE OTKa3za B OOCIYyXMBAHUU aBTOPH30BAHHBIM
MIOJIb30BATENSIM HH(POPMAIIMOHHBIX CHCTEM;

) HEIOMYIICHWE WCIOIb30BaHUS HWH(POPMAIMOHHBIX CHCTEM M COJAEpKaIIelcss B HHUX
nH(pOpMalMK HE 10 Ha3HAYEHHUIO;

3) HUCKJIIOYEHHWE WM  CYIIECTBEHHOE 3aTpyJHEHHE  HapylleHUs  (QYHKIHOHHPOBAHHMS
(paborociocoOHOCTH) HH(GOPMALITMOHHBIX CUCTEM;

M) HEJIONMyIIEHHWE pPACIPOCTPAHEHHUS C  HCIOJB30BaHMEM  HMH(POPMAIMOHHBIX  CHUCTEM
MIPOTHBONPABHON MHPOPMALINY;

K) o0ecrieueHrne BO3MOKHOCTH BOCCTAHOBJICHHSI B YCTaHOBJICHHBIE oIepaTopoM (oOsazaTeneM
nH(pOpMallMK) CPOKH JOCTYyINa aBTOPU30BAHHBIX IMOJb30BaTeled K HWH(OPMALMOHHBIM CHCTEMaM U
coliepkauieiicss B HUX HHQOpMAIMK, 3a0JIOKUPOBAHHON BCIEACTBHE pealu3aluu (BOZHUKHOBEHHS)
yrpo3 0e3onacHocTH HHGOPMAIUH;

J) obecredyeHne BO3MOXKHOCTH BOCCTAHOBJIGHUS B YCTAQHOBJICHHbBIE orepaTtopoM (obiamareneMm
nHpOpMalKn) CpoKH HH(POpMAIK, MOIU(PHUIMPOBAHHON MM YHHUYTOKEHHOM BCIIEJCTBHE PeaN3aluu
(BO3HMKHOBEHMSI) yrpo3 0€3011acHOCTH HHPOPMALUH.

31. OueHka coCTOSHUS 3alUTHI HHGOPMAIIUU T0JKHA POBOIUTHCS HA OCHOBE ONPEICIICHUS:
(B pen. [Ipukaza ®CTIK Poccum ot 08.05.2026 N 137)
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"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

a) ToKaszaTessl, XapaKTepU3YyIOIero TEeKylllee COCTOSHHE 3alllMThl MH(pOpMalLUu OT 06a30BOro
YPOBHS yrpo3 6€30MacHOCTH MH(POPMAaLIKK (Jaliee - ToKa3aTeb 3alUIeHHOCTH Kan);

0) mokasarens, KOTOPBIM OIpeneNseT JOCTaTOYHOCTh U A(PQPEKTHBHOCTb MPOBEACHUS
MEPOMPUSITHI 1O 3amuTe nHpopMaluu (aajee - moKazaTelb YPOBHS 3PEIIOCTH Ysnu).
(8B pen. [Ipukaza ®CTOK Poccunm ot 08.05.2026 N 137)

Jns ompeneneHUs 3HAYCHWM M pacueTa IMoKaszaTessl 3aluiieHHOCTH Ksu M MmokaszaTens ypoBHS
3peNOCTH Ysu JOJKHBI MPUMEHATHCS METOAMYECKHE JAOKYMEHTbI, yTBepxkaeHHble PCTOK Poccun B
COOTBETCTBHUU C a03alleM BTOPBIM IyHKTa 5 ¥ nmoanyHkToM 4 nyHkTa 8 ITonoxenus o ®CTOK Poccun
(nanee - meroguueckue JokyMeHTl @CTOK Poccun).

(B pen. lpukaza ®CTIK Poccun ot 08.05.2026 N 137)

32. Pacdyer u oOueHKa MoOKa3areyisd 3alUIIeHHOCTH Ksu JOKHBI TPOBOAUTHCA ONEPATOPOM
(obmagateneM MHGOpPMAIMN) HE peXke OJHOrO pa3a B LIECTh MecsleB. PacyeT W olleHKa MoKazaress
ypoBHS 3penocTH [1zu TOMKHBI TPOBOAUTHCS ONEpaTOpoM (obnagareneM HHGOPMAIUHN) HE PEXKE OJHOTO
pasa B 1Ba roja.

O nosy4yeHHBIX 0 pe3yJibTaTaM OLICHKU 3HAUYCHUSX MoKa3aTess 3auuiieHHocTd Ksu u mokasarens
ypoBHS 3penocTu Ilsu B cilydyae WX HECOOTBETCTBUS HOPMHUPOBAHHBIM 3HAYECHUSIM, YKa3aHHBIM B
Metoauueckux nokymeHTax @CTOK Poccum, B TeueHune 3 KalleHIAPHBIX JHEW CO JHS 3aBEPILICHUS
TaKOW OIEHKH MH(POPMHUPYETCS PYKOBOIUTENb orepaTopa (obiagaTtens WHGOPMALMK) JUIsl TPUHITHS
pelIeHrs O MPOBEACHUN MEPOIIPHUATHIA 110 COBEPIICHCTBOBAHUIO 3aIIUTHI MH(OPMALIUU U IPUHATUU MEP
IO MOBBIIICHUIO YPOBHS 3alUIIIEHHOCTH WH(GOPMAIIUH, coiepkKalielicss B ”HPOPMAIMOHHBIX CUCTEMAX.

Pe3ynbrarsl OLEeHKH NOKa3aTens 3aliumeHHOCTH Ksu v mokasarens yposHs 3penoctu Ilsu B cpok
He To37Hee 5 pabounx JHEH mocie IHS X pacdera JAOJDKHBI HAIPaBIIATHCS onepaTopoM (oOsamarenem
nnpopmannn) B ®CTOK Poccun B 1ensix MOHUTOPUHIA TEKYIIETO COCTOSIHUS TEXHUYECKOM 3alUTh
MHGOpPMALKU U OLIEHKH 3P (EKTUBHOCTH JEATEIBHOCTH 10 TEXHUYECKOH 3amuTe nHpopmanuu <10>.

<10> HoanovukTel 6(1) 1 6(5) nyakra 8 [Monoxenus o PCTOK Poccuu.

33. Tlo pemenuto pykoBoauTess orneparopa (obnamarens mHGOpMAaIHK), OTBETCTBEHHOTO JIUIA
CTPYKTYPHBIM TIOJIpa3/ieJICHUEM (CTICITUATICTaMH) 110 3aIUTe WHPOPMAIIUU C YIaCTHEM TOIpa3AeICHII
(pabOTHUKOB), HCHOJB3YIOIMX HH(POPMAIMOHHBIE CHUCTEMBI, TOJpa3feicHuil  (pabOTHHKOB),
o0ecreunBaroNX HKCIUTyaTaluio HHPOPMAIIMOHHBIX CUCTEM, pa3pabaThiBaeTCs MIaH MEPONPUITUN 110
COBEpIIICHCTBOBAHUIO 3allUThl WH(GOpPMAIMU, cojepxkamielics B WHPOPMAIMOHHBIX CHUCTEMaX, B
KOTOPOM B TOM 4YHCIIC YKa3bIBAIOTCSI HAUMEHOBAHUS MEPONPUATHH, CPOKH UX BBINOJHCHUS,
nozpaszenenus (pabOTHUKH), OTBETCTBEHHBIE 33 PEAIM3aLII0 KaKJ0TO MEPOTIPUSITHSL.

[Inan yTBepxkmaeTcs pykoBoAuWTeleM omeparopa (obmamartenss WH(OpMAaIMK), OTBETCTBECHHBIM
JIUIIOM M JIOBOJMTCS JI0 MOApa3aesieHnid (paboTHUKOB) oreparopa (obnanarens nHopMaim) B 4acTu,
UX Kacarolmeics. Pe3yapTaroM peanu3alid MEpONpUSATHI TUIaHa SBISIETCS JOCTHDKEHUE 3HAYCHUS
MOKa3aTens 3alUIIeHHOCTH Ksu He HIDKE HOPMHPOBAHHBIX 3HAYEHHH, YKa3aHHBIX B METOJUYECKHUX
nokymentax ®CTIK Poccun.

(B pen. lpukaza ®CTIK Poccun ot 08.05.2026 N 137)
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(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

lll. MpoBegeHne meponpuUATUA U NPUHATUE Mep
no 3awmTte MHopmauuu

34. Insa poctmxeHus meneidl 3amuTsl wHpOpMarmu omneparopoMm (obmamareneM WHGOpPMAIINN)
JAOJIKHBI IPOBOAUTHCA CICAYIOIINE MEPOIIPHUATHUA:

a) BBIBJICHUE U OIICHKA YIpo3 0e30MacHOCTH HHPOPMAIHY;
0) KOHTpOJIb KOH(UTYpaIii HHYOPMALIMOHHBIX CHCTEM;

B) YIpaBJICHUE YSI3BUMOCTIMU;

I') yrpaBiieHHe OOHOBIICHUSIMH;

1) o0ecriedeHre 3amuThl HPOpMany Mpu 00padoTKe, XpaHEHUH W O0paIleHnu ¢ HHpopMaIen
OTPaHUYEHHOTO JIOCTYIIA,

) obecrieueHue 3auuThl HH(OPMALMK IIPU IPUMEHEHUU KOHEYHBIX YCTPOMCTB;
k) o0ecrieyeHue 3aluThl HHOPMALUY IPU TPUMEHEHUU MOOUIIBHBIX YCTPOMCTB;

3) oOecnieueHwe 3alUThl MHQOPMALMU TpU  YJAJIEHHOM JOCTYyIE TOJb30BaTeslel K
MH(POPMALIMOHHBIM CUCTEMAaM;

u) ofecrieueHue 3amUThl WHPOPMAIMU TIpU OSCHPOBOJHOM JIOCTYIIe IIOJIb30BaTeIeH K
MH(OPMALIMOHHBIM CUCTEMAaM;

K) obecneyeHne 3alllNThI I/IH(i)OpMaHI/II/I Inpu Mnpe€aAOCTAaBICHHUU IIOJB30BATCIIIM JOCTYyIIA K

MH(POPMALIMOHHBIM CHUCTEMaM, IMPEeAyCMAaTPUBAIOLIETO YTEHHE, BBIIOJHEHHE, H3MEHEHHUE, 3alluCh,
ylaJeHue mporpamMm M (Miau) JaHHBIX B MH(OPMAIMOHHBIX CHUCTeMax (jajee - MPUBHICTUPOBAHHBIN

JIOCTYII);
1) obecrieyeHrne MOHUTOPHHTA HH(POPMAIIMOHHOH 0€3011acHOCTH;
M) obecrieueHre pa3paboTku 0€30MacHOT0 MPOTPAMMHOT0 00ECTICUCHHST;
H) oOecrieyeHne HU3NIECKON 3aIUThl MHPOPMAITMOHHBIX CUCTEM;

0) oOecrieyeHHe HENPEPHIBHOCTH (YHKIMOHMPOBAHUS HHPOPMALMOHHBIX CHCTEM HpHU
BO3HUKHOBEHUH HEUITATHBIX CUTYaIlHil;

) TOBBILICHUE YPOBHS 3HAHUKA W WH(GOPMHPOBAHHOCTH MOJB30BATENEH MO BOIPOCAM 3aIIUTHI
nH(popManuu;

p) obecrniedeHue 3anuThl THPOPMAIIUH TTPU B3aUMOJICUCTBUH C TOIPSIAHBIMA OPTaHU3AIUSIMU;
¢) obecrieueHme 3alUThl OT KOMITBIOTEPHBIX aTaK, HAIPABJICHHBIX HA OTKA3 B 00CIIy)KHUBaHHH;

T) obecrieueHue 3aluThl UHHOPMAIMK IPU UCTIONIB30BaHUH UCKYCCTBEHHOIO HHTEIUIeKTa <11>;
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(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

<11> IloanyHkr "a" myHkra 5 HannoHanbHONM cTpaTeruu pa3BUTHS UCKYCCTBEHHOI'O MHTEIIEKTA
Ha nepuon 1o 2030 rona, yrBepxkaeHHoi Yka3zom Ilpesunenta Poccuiickoit deneparyu ot 10 okTs0ps
2019 r. N 490 (nanee - HaimonaneHas cTpaTerusi pa3BUTHS HCKYCCTBEHHOTO MHTEILJICKTA).

y) peanu3anys B HHOOPMAIIMOHHBIX CUCTEMaX Mep 10 MX 3alIUTE U 3allUTe COACpIKAIICHCsS B HIUX
nHpopmanuu;

¢) TmpoBeleHHE KOHTPOJIS YPOBHS  3AIUMIIEHHOCTH HMH(OpMaLUM, colepKalleics B
MH(POPMALIMOHHBIX CHCTEMAX;

X) o0ecrieyeHre HEMPEPHIBHOTO B3aWMOJICHCTBUS C TOCYJapCTBEHHOM CHCTEMOH OOHAapyXEeHHS,
MPEIYNPEKACHUST U JTUKBUIAINN TIOCIEICTBHI KOMIBIOTEPHBIX aTaKk Ha WH(OPMAIMOHHBIE PECYPCHI
Poccuiickoit deneparum.

35. JlocratouHocTh U 3(h)(hEKTUBHOCTH MPOBOJUMBIX MEPONPUITUH (pealn30BaHHBIX MPOLECCOB)
OLIEHUBAIOTCS ONEpPaTopoM IO pe3ysbTaTaM OIpelesIeHHs MOoKa3aTellss YPOBHA 3alMIIeHHOCTH Ksu B
COOTBETCTBUHM ¢ ITyHKTamu 32 u 33 TpeboBaHuil.

(B pexn. [pukaza ®CTIK Poccum ot 08.05.2026 N 137)

36. MeponpusiTusi 1O BBIABICHUIO U OIEHKE Yrpo3 0Oe3omacHOCTH HH(GOpMalUU JOKHBI
MpelycMaTpuBaTh OINpeAeSieHHe B XOJie CO3/JaHHA HMH(OPMALMOHHBIX CHCTEM aKTyalbHBIX YIpo3 U
pa3paboTKy B Cilydasx, YCTAaHOBJIEHHBIX TPEOOBAHUAMH K MOPAIKY CO3JaHMs, pa3BUTHs, BBOJA B
9KCIUTyaTalllo, SKCIUTyaTallid M BbIBOJA M3 HKCIUTyaTallUM TOCYAApPCTBEHHBIX HH()OPMALMOHHBIX
CHCTEM M JaJbHEHIIEero XpaHEeHus cojieprkalieiicss B uX 0a3ax JaHHBIX MH(POPMALIUH, YTBEPKICHHBIMH
noctanosienreM [IpaBurensctBa Poccuiickoit denepanuu ot 6 utons 2015 r. N 676, moneneit yrpo3
0e3omacHOCTH MHPOpPMAIUK, a TAKXKE CBOEBPEMEHHOE BBISIBICHHE aKTyaJbHBIX YIpO3 M UX OLIEHKY B
XO0/JI€ 3KCIUTyaTalluyd HHGOPMALIMOHHBIX CUCTEM.

Mopenb yrpo3 6e3onacHocTH MH(GOPMALMK B CIy4ae ee pa3padOTKH JTOJDKHA HMCIIOIb30BaThCS B
Ka4eCTBE MCXOIHBIX JaHHBIX JUIA pa3paO0OTKH M BHEAPEHHS MEp I10 3aluTe MHOOpMALUK, a TaKKe IS
BbIOOpa CPEACTB 3aIIUThl MH(GOpMAIMM U HMX (YHKIMOHAJIBHBIX BO3MOXKHOCTEH B XOJ€ CO3/IaHUS
(pa3BUTH) MOJCUCTEM 3AIIUTHI HHPOPMALUK HHPOPMAITMOHHBIX cUCTeM. Perienne o HEOOXOIUMOCTH
pa3paboTku Mojenu yrpo3 0e30macHOCTH HHPOPMAIMM B XOJE CO3MAaHHS HEroCyAapCTBEHHBIX
MH(OPMALIMOHHBIX CHUCTEM MpPUHUMAeTCs pPYKOBOAMTEIEM omeparopa (obmagarens HHQOpPMAIH),
OTBETCTBEHHBIM JIUIIOM.

B xozme skcruryaranuu MH(QOPMAIMOHHBIX CHCTEM JOJDKEH OBITh OOEcriedeH MOWCK JaHHBIX U
NPU3HAKOB, WACHTUQHUUMPYIOUIMX HAJIWYME aKTyalbHBIX YIpo3, TMPOBEACHA MPHOPUTU3ALUSL
BBISIBIIGHHBIX yIpo3 0e30macHOCTH HMH(POPMALMH, OCYLIECTBICHO OIOBELICHHE IOJpa3/IeIeHUi
(paboTHHKOB) omeparopa (oOmamarens wWH(OPMAIMK) O BBISIBICHHBIX AaKTyaJbHBIX yrpo3ax. [lpu
HAJIMYMH TTPU3HAKOB peau3aniy (BOZHUKHOBEHUS) aKTYaIbHBIX YIPO3 MOJDKHBI OBITH MPHHSATHI MEPHI
10 X OJIOKUPOBAHMIO (HEHUTpATU3AIIHH ).

37. MeponpusTHs 10 KOHTPOJO KOH(PUrypanuii MHPOPMALMOHHBIX CUCTEM JOJDKHBI UCKIIOYATh
HECAaHKLIMOHMPOBAaHHOE HW3MEHEHUE COCTaBa IPOrPaMMHBIX, IPOrPaMMHO-ANNapaTHBIX CPEICTB
WH(POPMALIMOHHBIX CHUCTEM, HMX HACTPOCK W KOHQUIypaluii, YCTaHOBJICHHBIX BO BHYTPEHHHX
CTaHIapTax Mo 3amyre wuHpOpMAIMK, a Takke olecrmeynBaTh OOHapykeHHe (aKToB
HECaHKLIMOHUPOBAHHBIX U3MEHEHHH U BBISIBJICHUE TPUUNH U3MEHEHUH.
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(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

Kontpons koHpurypaumii MHQOPMALMOHHBIX CHCTEM JOJDKEH OCYIIECTBIATHCA Ha OCHOBE
aHanmm3a pesynpTaroB ydyera MT-aktuBoB <12> wu (wiM) CBeJEHMH, COAEpKAIIMUXCS B
aBTOMATH3MPOBAHHBIX CUCTEMAaxX XpaHEHUS U YIPABICHHUS JaHHBIMU 00 MH()OPMAITMOHHBIX CHCTEMaXxX H
uxX KoHpurypauusx (mpu Haauuuu cucreM uHBeHTapuszauuu WT-aktusoB). CTpyKTypHOMY
MOApa3ACICHUI0 (CTeHaINCTaM) IO 3amuTe WHOOpPMAIMU JOKEH OBITh O00€CTeYeH IOCTYIN K
yKa3aHHbIM CBEJCHUSM.

<12> Ilynkr 3 TIlonoxenus 06 yuere WMT-akTHBOB, HCHOJB3YEMBIX Ui OCYIIECTBICHUS
JESITEeNbHOCTH MO IM(POBON TpaHcHOpMAIMK CUCTEMBI TOCYJApCTBEHHOTO (MYHHIIUIAIBLHOTO)
yIpaBlieHUs, YTBEpKAEHHOTro nocraHoBieHueM [IpaButenbctBa Poccuiickoit ®enepauuu ot 1 urons
2024 r. N 900.

38. MeponpusTust N0 yHpaBiICHUIO YSA3BUMOCTAMHU JIOJDKHBI BKIIIOUATh BBISABICHHE YS3BHUMOCTEH
MH(POPMALIMOHHBIX CHCTEM, OLIEHKY HMX KPUTUYHOCTH, OIpPENEICHUE METOJ0B U IPUOPHUTETOB
YCTPaHEHUS YA3BUMOCTEH, a TAK)K€ KOHTPOJIb 32 YCTPAHEHUEM YSA3BUMOCTEH.

VYcrpaHeHue  ysI3BUMOCTEH, KOTOpblE MOTYT OBITh HCHOJb30BaHbl HApyLIMTENSIMHU, WU
HCKJIFOYEHHE BO3MOYKHOCTH HMX MCIOJIB30BAHMS 3a CUET NMPUMEHEHHsI KOMIICHCHPYIOIIUX MEp JTOJKHO

MIPOBOJIUTHCSI oriepaTopoM (obnamareneM nHGoOpMaIun):

B OTHOILLICHHUHU YA3BUMOCTEH KPUTUYECKOT'O YPOBHS OMACHOCTH <13> - B cpok He Oosiee 24 4acos;

<13> [yukr 5.2.18 HanmonanpHOro cranmgaptra Poccuiickoit ®@enepaunu 'OCT P 56545-2015
"3ammra nHbOpMAMK. YSI3BUMOCTH MH(POPMALMOHHBIX cHcTeM. llpaBmia ommcaHus ys3BHUMOCTEH",
YTBEPKACHHOTO M BBEJEHHOTO B JeicTBHE Ipuka3zoMm Poccrannmapra ot 19 asrycra 2015 r. N 1180-ct
(M., ®I'BY "PCT", 2021).

B OTHOIICHUHA yHSBHMOCTeﬁ BBICOKOI'O YPOBHS OITIACHOCTH - B CPOK HE oomee 7 KaJICHAAPHBIX JHEH.

B oTHOmIEHUH YSI3BUMOCTEH CpPEJHEr0 M HHU3KOI'O YPOBHEH ONACHOCTH CPOKM U IOPSAOK MX
YCTpaHEHHUSI ONPEICINSIOTCS BO BHYTPEHHEM periaMeHTe I10 3aluTe HH()OpMarmuu WuCXonms Wu3
0COOCHHOCTEN (PYHKIIMOHUPOBAHUS NHPOPMAIIMOHHBIX CUCTEM.

[Tpu BbIABIEHUH YA3BUMOCTEH MH(OPMAIMOHHBIX CUCTEM, CBEJEHHUS O KOTOPHIX OTCYTCTBYIOT B
O0aHke JaHHbIX yrpo3 OesomacHoct wuHpopmaiuun @OCTIK Poccum, omneparop (oGnagarens
uHpopMalKu) B Cpok He Oojee 5 pabouMx AHEH C JaThl TaKOro BBISBJICHUS JIOJDKEH HANpPaBUTh
uHpopmanuio 06 yszsumoctd B DCTOK Poccun 11 o1ieHKH He00X0AUMOCTH BKITIOUEHUS BBISBICHHON
ySI3BUMOCTH B 0aHK JaHHBIX yrpo3 6e3onacHocTH nHpopmamnu @CTIOK Poccun <14>.

<14> Honovukr 21 nyakra 8 ITonoxenusa o ®CTOK Poccun.

39. Meporpuarusi 1Mo ynpaBJIeHHI0 OOHOBJICHHSIMM JIOJKHBI BKJIIOYATh NPOBEJCHHUE NPOBEPKU
MOJUIMHHOCTH M IEJIOCTHOCTH OOHOBJIGHMI TPOrpaMMHBIX, MPOTPAMMHO-ANIAPATHRIX CPEJICTB,
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TECTHPOBAHHUE OOHOBJEGHHH [O HUX MPUMEHEHHS B KOHTYpPax IPOMBIIUICHHONW JKCIUTyaTaluu
MH(QOPMAIIMOHHBIX ~CHUCTEM, BBLIA4y pa3pelieHusl MoJpasJeleHusM (padOTHHKaM) —oreparopa
(oOnanmarens wmH(pOpMAIMK) HAa TPUMEHEHHWE OOHOBICHHMH MPOrPAMMHBIX, MPOTPAMMHO-AIIAPATHBIX
CpC€ACTB B KOHTYpax HpOMLIHIJ'IeHHOI\/JI OKCILTyaTaluun HHq)OpMaHHOHHBIX CHUCTEM C HCIIOJIB30BAaHHUEM
0e30MmacHbIX HAaCcTpOCK U KOH(i)HpraHHfI, YCTAHOBJICHHBIX BO BHYTPCHHUX CTaHAApPTax IO 3alUTC
uHdopmamu. BecKOHTPOJBbHAs YCTaHOBKA OOHOBICHHUI IMPOrPaMMHBIX, IPOrPAMMHO-ANIIapaTHBIX
CPEICTB HE JIOMYCKAETCs.

(8 pen. Ipukaza ®CTIK Poccun ot 08.05.2026 N 137)

Cpoku TpUMEHEHUSI OOHOBJIIEHHII  MPOTPAaMMHBIX, POrPAMMHO-AIMAPATHBIX  CPEACTB,
IIPEAHA3HAYEHHBIX JUIsl YCTPAHEHUS YS3BUMOCTEW, yCTAaHABIMBAIOTCS BO BHYTPEHHEM pErJIAMEHTE I10
3amuTe HHGOPMAIUU B 3aBUCUMOCTH OT CPOKOB YCTPAHEHHs! YSI3BUMOCTEH COOTBETCTBYIOUINX YPOBHEH
ONACHOCTM U PUCKOB,  CBA3aHHBIX C  IPUMEHEHMEM  OOHOBJIEHHMH  MPOTrPaMMHBIX,
IIPOrpaMMHO-AMIMapaTHBIX CPEICTB.

40. Mepompuaruss 1o 3ammre uHpopManuu npu o0paboTKe, XpaHEHWH M OOpalleHUuH C
uHpopManrei OrpaHMYEHHOTO JTOCTYTIA JOJDKHBI UCKIIIOYATh:

HENIPAaBOMEPHOE PACIPOCTPaHCHHE WH()OPMAIMKA OTPAHHMYECHHOTO JIOCTYIA BHE 3aBHCHMOCTH OT
(bOpMBI €C MpCACTABJICHUA, B TOM YHCJIC C UCITIOJIb30BaAHUEM I/IH(i)OpMaHI/IOHHO-TGHGKOMMYHI/IKaHI/IOHHI)IX
cereit u cetn "MuTepuer";

JOCTYNl K MH()OpPMAlUM OTrpaHUYEHHOro [JOCTYyNa JIML, JUIi KOTOPbIX HH(OpManus He
npeJHa3HaueHa u (W) AJIs KOTOPBIX TaKoi OCTYII 3aIpelieH.

[TpoBomUMBIE MEPONPUATHS IODKHBI BKJIIOYATh ONpejAeieHne HHGOpMAIMU OrpaHUYEHHOTO
JI0CTyTa U MpeIHa3HauYeHHBIX [T €€ XpaHEeHUs! IPOrpaMMHO-aIIapaTHBIX CPEJICTB, a TAKKE KOHTPOJIb U
perucrpanuio BceX (akTOB JJOCTyNa IOJb30BaTeNeii K MPOrpaMMHO-aNMapaTHBIM CpeICTBaM, B
KOTOPBIX XpaHUTCS MH(POPMALU OrpaHUYEHHOT'O I0CTYTIA.

Kontpo:b 00paboTKHy, XpaHEHUS uHpopMaun OrPaHUYEHHOI'0 JI0CTyTIa B
NIPOrpaMMHO-AINapaTHBIX CPEACTBAX M €€ Iepellaud JIOJKEH OCYIIECTBISATHCS B COOTBETCTBHM C
BHYTPEHHHUM perjiaMeHTOM 1o 3amuTe uHpopmamuu. O (akrax HENMpaBOMEPHOTO PacHpPOCTPAHEHUS
nH(pOpMallMi OTPAaHUYEHHOTO JOCTyNa M (WJIM) JOCTyNla K CpeicTBaM ee oOpabOTKM W XpaHEHUus
JOJKEH OBITh  He3aMeJIMTENbHO MPOMH(POPMHUPOBAH PYKOBOAWUTENb omeparopa (obnangarens
nH(popMaIun), OTBETCTBEHHOE JIUIIO.

41. MeponpusaTust M0 00eCHeUeHUI0 3aluThl HH(QOpPMAlMM MpU NPUMEHEHHH KOHEYHBIX
YCTPOMCTB HMH(OPMAIIMOHHBIX CHUCTEM JOJDKHBI HMCKIIOYaTh BO3MOXKHOCTh HECAHKIMOHHUPOBAHHOTO
J0CTyNa K WH(GOPMAIMOHHBIM CHUCTEMaM M KOHEYHBIM YCTPOWCTBAM WJIM BO3JEHCTBHS Ha HUX 4Yepe3
uHTepdeiicbl U MOPThI, B3aUMOAEWCTBYyIoUIME ¢ ceTbto "MHTepHer" W (MiIM) JOCTYNHBIE U3 CETU
"UuTtepuer".

(B pen. [Ipukaza ®CTIK Poccum ot 08.05.2026 N 137)

3amuTa KOHEUHBIX YCTPOMCTB HH(OPMAIIMOHHBIX CUCTEM JOJDKHA BKIIIOYATh PEaIH3alMio B HUX B
cooTBeTCTBUM ¢ TpeboBaHHSIMU Mep MO 3amuTe MHGOPMAIMK OT HECAHKIIMOHMPOBAHHOTO JOCTYyNa U
MPOBEICHUE HA HUX MOHUTOPUHTA M aHAJN3a MPOLECCOB M COOBITUI C IEbIO BBISBICHUS aKTYaJIbHBIX
yIpo3, a TakkKe NPeAyNpeXIeHUs O TMPOU3OIIEAMNX COObITHAX Oe3omacHocTH. KoHTpoib
HCIIOJIb30BAaHNSI KOHEYHBIX YCTPOMCTB JIOJDKEH OCYIIECTBIISITBCS B COOTBETCTBHM C BHYTPEHHHMH
CTaHJapTaMM U perjaMeHTaMH I10 3aluTe HHPOpMAaLUK.
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(8 pen. [Ipukaza ®CTIK Poccuu ot 08.05.2026 N 137)

42. TlocpencTBOM MpOBEICHHUS MEPONPHUATUH IO OO0ECHEeYeHHMIO 3alIMThl MH()OpPMAIUU HpU
NPUMEHEHUH MOOWMJIBHBIX YCTPONCTB JAOJDKHA OBITh MCKIIOYEHA BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO
noctyna (Bo3neicTBrs) K HHQOPMAIIMOHHBIM CHCTEMaM M COZepiKalieiics B HUX MHPOPMAIIUH, a TaKKe
K B3aMMOJIEUCTBYIOIIMM C HUIMH MOOMJIBHBIM YCTPOWCTBAM U COZIEpIKalleiicsl B HUX MH(POpMAIH Yepe3
KaHaJbl Meperayd MOOWIbHBIX IAHHBIX, MOOWJIbHBIE CEpPBUCHI, MHTEP(ENHChl U MOPTH MOOMIIBHBIX
YCTPOMCTB.

[Tpy mpuUMeHEeHUU MOJB30BaTEISIMI MOOWIBHBIX YCTPOUCTB ISl AOCTyNMa K WH(OPMAIMOHHBIM
CUCTEMaM | COJIeprKallelcss B HUX WH()OPMAIIUU B TIEIISIX BHIMOTHEHHUS CBOUX O00sS3aHHOCTEH ((yHKIIHIA)
orepatop (oOmamaTesb HHPOPMAIIUH) TOJDKEH MPUHUMATH MEPHI TI0 3aIIUTe HHPOPMAIIMOHHBIX CUCTEM
U coJieprKalieiicss B HUX HHQOpMAaIMK, B TOM YHUCIIE:

obecneyuBaTh 34Ty KaHAJIOB II€p€aavu JaHHBIX,
OCYHICCTBJIATD A0CTYII MoJb30BaTeNe C IMPUMCHCHUEM CTpOFOﬁ nin yCHJ’IGHHOfI

MHoro(akTopHoi ayreHTH(pUKannuu <15>.
(B pexn. [pukaza ®CTIK Poccum ot 08.05.2026 N 137)

<15> [ynkr 3.59 nHammonansHoro crangapra Poccuiickoit @enepanuu ['OCT P 58833-2020
"3ammura uabopmaruu. Maentudukanus u ayreHTuGuKanusa. OOmme mojaoxkeHus ", yTBEPKICHHOTO U
BBeJIEHHOrO B JeiicTBue mpukazoM Poccranmapra ot 10 ampens 2020 r. N 159-ct (M., ®I'BY
"UucTuTyT cTanpaptuzamuun’, 2020).

(B pexn. [pukaza ®CTIK Poccum ot 08.05.2026 N 137)

[Tonp3oBaTeneM MOMKEH OBITh HMCKIIOYEH HECAHKIIMOHUPOBAHHBIA JOCTYNT K MOOWIHBHOMY
YCTPOICTBY.

43. [IlpuMmeHeHHE TMOJNB30BATENSIMU JIMYHBIX MOOWJIBHBIX YCTPOHMCTB JUid JOCTyma K
MH(OPMAIIMOHHBIM CUCTEMaM M COJEpKalleicss B HUX HMH(OpPMALUU C IENbI0 BBIOJHEHUS CBOMX
o0s13aHHOCTEH ((PyHKIMI) AOMYyCKAETCsI B CIIy4ae COOTBETCTBUS MOOMIIBHBIX yCTpOUCTB TpeOoBaHUSIM U
Ha4Yusg y onepatopa (oOmamarens wH(OpMauu) BO3MOXHOCTH KOHTPOJIS —HCIIOJNB30BaHUS
MOOUJIBHBIX YCTPOUCTB.

44, KOHTpOJIB HCIOJIL30BaHUS MOOUIBHBIX YCTpOﬁCTB JOJIKCH OCYILICCTBIIATHECA B COOTBETCTBHUU C
BHYTPCHHUMH CTaHAAPTAMHU U PETIIAMCHTAMH 110 3alIUTC I/IHq)OpMaI_II/II/I.

45. Ilpu npUMEHEeHHUHU MOJIb30BaTEIIMU MOOMIBHBIX YCTPONCTB JJIs 1OCTyNa K MH(POPMAIIMOHHBIM
cUCTeMaM M coJiepKaleiicss B HUX HMH(OpMAIMM, HE CBS3aHHOTO C BBHIMOJIHEHHEM II0Jb30BaTEIeM
cBoux oOs3aHHOCTeH ((QyHKOMI), B TOM 4YHCIEe JUIg JOCTyHna K OOMIENOCTYNMHOW WH(pOpMaum,
omneparopoM (obsagaTenemM HHPOPMAIMH) JOJDKHBI PUHUMATHCS MEPHI 10 3aniuTe MHHOPMAITHOHHBIX
CHUCTEM M cojepxalleiics B HUX HMH(pOpMALMHU M, IPU HEOOXOJUMOCTH, OOECIEeUMBATHCS 3alluTa
KaHaJIOB Mepelaul JaHHBIX, UCIOIb3YEMBIX /ISl OCYIIECTBICHHUS A0CTYyIA.

(8 pen. Ipukaza ®CTIK Poccunu ot 08.05.2026 N 137)

46. TlocpencTBoM TMPOBENCHUS MEPONPUATHN IO OOCCIEUEHUIO 3alUThl HWH(DOpPMALUU TIpU
YIaJICHHOM JOCTYIIE TI0Jh30BaTeNel JODKHA OBITh MCKIIIOUYEHA BO3MOKHOCTh HECAaHKIIMOHUPOBAHHOTO

www.consultant.ru CrpaHvua 18 u3 34
HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100031&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100031&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100032&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100032&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=OTN&amp;n=28141&amp;date=19.10.2026&amp;dst=100178&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=OTN&amp;n=28141&amp;date=19.10.2026&amp;dst=100178&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=352493&amp;date=19.10.2026
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=352493&amp;date=19.10.2026
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100033&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100033&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100036&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100036&amp;field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.04.2025 N 117

(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

nocTyna (Bo3IeHCTBUs) K HHPOPMAIIMOHHBIM CHCTEMaM U cofiepKalieiicss B HUX uH(popmanuu, a Takxke
K B3aMMOJICHCTBYIOIIMM C HUMH MPOTPAMMHO-AMIApaTHBIM CPEJCTBAM IMOJIb30BaTesIe depe3 KaHajbl
nepenayn JaHHBIX, HHTEPPEHCHl W TOPTHl YAAJNEHHO TMOJKIIOYAEMbBIX IPOTpaMMHO-aNNapaTHBIX
CPEICTB.

[Tpw ymaneHHOM JOCTYIIE MMOJIb30BaTeNlel K HHPOPMAIIMOHHBIM CHCTEMaM M COZCpIKaIlelcs B HUX
nHpopManMu B UEIAX BBINOJHEHHUS CBOMX 00s3aHHOCTEH ((yHKIMII) omepaTopoM (obiamaTenem
WH(POPMAIINN) JODKHBI IPUHUMATHCS MEPHI 110 3aIIUTe WHPOPMAIIMOHHBIX CHCTEM U COJCPIKAIICHCs B
HUX uHpOpManmu, obecreynBaThCs 3allUTa KaHAJOB MEpelayd JaHHBIX W MPOrpaMMHO-aIapaTHBIX
CPEICTB, C WCIIOJIb30BAHUEM KOTOPBIX OCYIICCTBISETCS YIAJICHHBIA JOCTYN, HCKIIOUYAThCS
HECAaHKIIMOHUPOBAHHBIA JOCTYN K YIAJICHHO IOAKIIOYaeMOMY IPOTrPAMMHO-AMIIAPATHOMY CPEICTBY
TIOJTE30BATEIIS.

VYnaneHHbId OCTYIN TOJb30BaTeNield B IEJSIX BBIMOJHEHUS CBOMX OOsi3aHHOCTEH ((DYyHKIIHIA)
JOJDKEH OCYLIECTBIATHCA C HCHOJIB30BAaHUEM TMPOTPaAMMHO-ANMNAPAaTHBIX CPEICTB, BBIAEICHHBIX
orneparopoM (obnaaaresneM uHMOpMAIMKM) U cOOTBeTCTBYOmUX TpedoBanusaM. Ilo corimacoBanuio co
CTPYKTYPHBIM  MOJpa3/eieHueM (CHelHajucTaMH) M0  3amyre WHPOpPMAlUU  JIOMYyCKaeTCs
MPEOCTABICHUE YAAJICHHOTO IOCTyNa K HWH(OPMAIIMOHHBIM CHCTEMaM C HCIOJIb30BAHUEM JMYHBIX
MIPOrpaMMHO-AIIAPaTHBIX CPEJICTB MOJIb30BaTeNsl oneparopa (obsianarens uHGOpMauu) MpH yCIOBUU
NPUMEHEHUS U1 YAAJECHHOro JOCTymna CepTUQHUIMPOBAHHBIX CPEACTB obecrieyeHusl Oe30macHOn
JTUCTaHIIMOHHOU paboThl <16>, CpeCTB aHTUBUPYCHOU 3aIIUTHI U MHBIX CPEACTB 3aIUTHI HH(DOPMALIUH,
HCKJTIOYAIOIINX YIpo3bl 0€30MacCHOCTH MH(POPMAIIUH, CBA3aHHBIE C YIaJCHHBIM JOCTYIIOM.

<16> Ilpukaz ®CTOK Poccun ot 16 despans 2021 r. N 32 (3apeructpupoBaH MHHIOCTOM
Poccun 15 utonst 2021 r., peructpaunonusiii N 63867).

VY najeHHbl AOCTYH MOJIb30BaTeNe K HMHPOPMALIMOHHBIM CUCTEMaM B LEJISIX BBIMOJIHEHUS! CBOMX
o0si3aHHOCTEH ((YHKIMNA) TOMKEH OCYIIECTBIATHCS C UCIOJIB30BAHUEM CETEH CBSI3M, PACIIONIOKEHHBIX
Ha teppuropuu Poccuiickon @enepannu, NOCPEICTBOM IPUMEHEHNUs CPEACTB 3allUThI KaHasa Iepetadu
JAHHBIX, U CTPOTOW WJIM YCUIIEHHOW MHOTO(aKTOPHOH ayTeHTU(UKAIIIH MTOJTb30BaTEIICH.

(8B pen. lpukaza @CTOK Poccunu ot 08.05.2026 N 137)

[Tpu ynaneHHOM J1ocTyIe M0JIb30BaTeNe K MHPOPMALIMOHHBIM CUCTEMAM U COJIEprKalleics B HUX
nH(pOpMalKH, HE CBI3aHHOM C BBIMOJIHEHUEM MOJIb30BATENIAMU CBOMX 00s3aHHOCTEH (PyHKLMIT), B TOM
quciae TpU JOCTyNe K OOIeAOCTYnHOW uHpopMmamuu, oreparopoMm (obnaaaresneM HHOpMAaIKN)
JOJDKHBI TIPUHAMATBCSI MEpBl 10 3aIIUTe HH()OPMAIIMOHHBIX CHCTEM U COJepKalleiics B HHUX
uHpopMalMu M, NpU HEOOXOIMMOCTH, OOecHmeuMBaThbcs 3alllUTa KaHAJIOB Mepefadyd JaHHBIX,
UCIOJIb3YEMBIX JJISl OCYIIECTBICHHS YIAJIEHHOTO JIOCTYyIA.

KoHTpons ymaneHHOro jgocTyma TIosib30oBaTesieil K HMH(MOPMALMOHHBIM CHUCTEMaM JOJDKCH
OCYLIECTBIISAITACS B COOTBETCTBUM C BHYTPEHHHMH CTaHIApTaMH M pErJlaMeHTaMH 110 3alluTe
uHpOpMaInu.

47. TlocpencTBoM TMPOBENCHUS MEPONPHUATHN IO OOCCIEUEHUIO 3aIlUThl HWH(OpPMALUU TIpU
OEeCIpOBOTHOM JIOCTYyNE TOJIb30BaTeNie K WH(OPMAIMOHHBIM CHCTEMaM JOJKHA OBITh HCKIIIOYEHA
BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO JOCTyna (BO3MEHCTBHsI) K HMHPOPMAIMOHHBIM CHCTEMaM |
colepkamieiics B HUX HH(OpPMAMU 3a CUET HECAHKIMOHUPOBAHHOTO IMOJAKIIOUEHHUS K TOYKaM
0ecrnpoBOJHOTO JOCTyMa W JOCTylma K OECHpOBOAHBIM KaHallaM TMepeAayd JaHHBIX, IOJAMEHBI
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B3aHMOﬂeﬁ0TByIDH.[HX C HUMH NIPOTpaMMHO-alIapaTHbIX CPEACTB UKW JOCTYIIa K HUM.

[Tpu GecipoBOIHOM TOCTYIIE MOJIb30BaTeNeH K MH()OPMAIIMOHHBIM CUCTEMaM U COZAepKallencs B
HUX WH(GOPMAIIMU B IENSIX BBIOJIHEHUS CBOUX OOsi3aHHOCTEeH ((hyHKIMI) omepaTopom (oOmamaTerneM
nH(OpPMAINN) TOJDKHBI IPUHUMATHCS MEPHI 10 3aIUTe HHPOPMAIIMOHHBIX CHCTEM U COICpKaIlencs B
HUX uH(popManuu, oOecreYnBaThCA 3aluTa OCECIPOBOJIHBIX KaHAJIOB TEpeladyd JaHHBIX |
MIPOrpaMMHO-AMIAPATHBIX CPEJICTB, C KCIOJb30BAHUEM KOTOPBIX OCYIIECTBIsICTCS OecpOBOIHON
noctyn. IlocpenctBom ¢opmMupoBanus KOH(GUTYpalil M HACTPOEK, YPOBHEW CHUTHAIOB TOYEK
OeCIpOBOTHOTO JOCTYMa, HCIOJB3YEeMBIX A TOJKIIOYEHHS TMOib3oBaTeNell K WHGOPMAIMOHHBIM
cUCTeMaM B IENIAX BBIMOJHEHUS CBOMX OO0s3aHHOCTEW ((pyHKIUMiT), NOMKHA OBITH HCKIIOUEHA
BO3MOYXHOCTh TIOJKTFOYCHHSI K HAM JIHII, HE WMCIOIIHUX MPaB JAOCTYyMa K WHOOPMAIMOHHBIM CUCTEMAaM.
VYka3zaHHbIE TOYKH OECIPOBOJHOTO JIOCTYNMa JOKHBI OBITh OJHO3HAYHO WACHTH(UIIMPOBAHBI B
MH(OPMALIMOHHBIX CUCTEMAaX, a TAK)KE OMPE/IEIIeHbl MECTa UX Pa3MEIICHHUS.

Touyku OecrpoBOAHOrO AOCTyHa M IOCTPOEHHBIE HAa WX OCHOBE OECIPOBOJHBIE CETH CBS3H,
UCTOJb3yeMBbIe JUIS JIOCTyNa MOJIb30BaTesiel K MH(POPMAIMOHHBIM CUCTEMaM U COJIepIKalleicsl B HUX
MH(OPMALIMY B LEJSIX BBIMOJHEHHUS KIMUA CBOMX 00si3aHHOCTEH ((pyHKIMIT), JOIKHBI OBITH M30JIUPOBAHBI
oT OecnpoBOIHBIX CETEeW CBS3W, MpeIHa3HAueHHBIX s jpoctyma K cetd "WutepHer" u (wim)
obmenoctynHoi nHbopmaIuu orneparopa (obmagaTesnst HHGOPMAIIHH ).

48. TlocpencTtBoM TMpoOBeNEHUST MEPONPUATUN IO OOECIeUeHUI0 3alUThl HHGOpPMALUU MpU
MPEIOCTABIEHUU MPUBUIETUPOBAHHOTO JOCTYIA JOKHA OBITh MCKIIIOUE€HA BO3MOXKHOCTH TMONyYEHUS
MPUBWICTUPOBAHHOTO JOCTyNa K WH(GOPMAIIMOHHBIM CHCTEMaM JIUIAMH, JUISI KOTOPBIX TaKOW JOCTYII
JOJDKeH OBITh HWCKIIIOUEH, a TaKKe HCIOJIb30BAHUS TOBBIIMICHHBIX IPaB JOCTyNa C HapyUICHHEM
BHYTPEHHUX CTaHIApTOB U PErJIaMEHTOB M0 3allUTe HHPOPMAIUH.

Jlns monydeHusi NMPUBUIIETHPOBAHHOTO JOCTYMA JOJKHBI OBITH CO3JaHbl MPHUBHIETHPOBAHHBIC
ydeTHble 3anucu. [IpuBuierupoBaHHbIe y4eTHBIC 3allUCU TOJDKHBI UMETH IIpaBa JOCTyIla, MUHUMAJIbHO
HE00XO/MMBIE JUIsS BBIIOJHEHUS I10JIb30BATENSIMU BO3JI0KEHHBIX Ha HUX 00sd3aHHOCTeH ((pyHKUU), B
COOTBETCTBUHM C MPHUHATHIMH B WH(POPMALMOHHBIX CHCTEMax MOJENSAMHU JOCTyNa IOJIb30BaTeNeH.
IIpuBHIErupOBaHHBIC YYETHBIE 3AIIMCH, UMEIOIME IIPaBa M0 CO3JAHUIO JPYTHUX NPUBHIEIMPOBAHHBIX
YUETHBIX 3aMUCeH, T0JKHBI ObITh NEPCOHU(PUIUPOBAHHBIMH.

[IpuBHunerupoBaHHbli  JOCTYI  JOJDKEH  OCYIIECTBIAATBCS C  NPHUMEHEHHEM  CTPOIrou
ayTeHTU(UKALMY, a B CIIlydae TEXHUYECKOW HEBO3MOXXHOCTH IPUMEHEHUS CTPOTOi ayTeHTU(PHKALNH - C
UCTOJIb30BAHUEM YCUIICHHON MHOTO(AKTOPHOM ayTeHTH(pUKALINY.

He nomyckaetcst oObe/MHEHUE B paMKax OJHOM NPUBUIETHPOBAHHON YUETHOW 3alyCH WM OJTHOU
IPYIIIBI IPUBUAJIIETMPOBAHHBIX YYETHBIX 3alMCEM POJIEH 10 CUCTEMHOMY aJIMMHUCTPHUPOBAHUIO, POJIEH
o pa3paboTKe M TECTUPOBAHMIO MPOrPAMMHBIX, IPOrPaMMHO-AIAPaTHBIX CPEACTB, poJiel
aJIMMHHUCTPATOPOB OE30MaCHOCTH.

HCI/ICHOHBSYGMBIG IPUBUIICTUPOBAHHBIC YYCTHBIC 3allMCH OJOJI2KHBI OBITE 336J’IOKI/IpOBaHBI u
yYAaJICHBI B COOTBECTCTBUU C BHYTPCHHUMU CTAHAAPTAMU U PEIIIaMCHTAMMU 110 3allIUTC I/IH(I)OpMaI_[I/II/I.

BcerpoeHHble NpUBHIIETHPOBAHHBIE YUYETHBIE 3allMCH JOJDKHBI OBITh OTKJIIOYEHBI WM, B CiIydae
HEBO3MOKHOCTH OTKJIIOYECHMs, IIEPEUMEHOBAHbl II0CJIE€ 3aBEPIICHUS HACTPOMKM U  YCTaHOBKH
KOH(UTYpaIHid, 3a/IaHHBIX BHYTPECHHUMU CTaHJapTaMH o 3aIInTe UHPOpPMALINH.
AyTteHTu(uKaoHHas MHQPOpPMAIUs BCTPOCHHBIX MPUBUIETUPOBAHHBIX YYETHBIX 3alHced JO0KHA
ObITb M3MEHEHa B COOTBETCTBUM C BHYTPEHHUMM CTaHJapTaMM M perlaMeHTaMH [0 3alluTe
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nH(pOpMaLIUH.

Bce peiicTBusl 1O OCTYIy IOJIB30BATEIEM € MCIOJIB30BAHUEM INPUBUIIETHPOBAHHBIX YUYETHBIX
3anucel moJuiekar peructpauuu. KoHTposp MCHOIb30BaHUS NPHUBUIETMPOBAHHBIX YUETHBIX 3alucei
JIOJKEH OCYILECTBISATHCS B COOTBETCTBHM C BHYTPEHHUMH CTaHAAPTAMH U pEerjaMeHTaMM IO 3alluTe
HnH(pOpMaLINH.

49. MepolpusTHS 10 OCYIIECTBICHUI0 MOHUTOPHHIa MH()OPMAIIMOHHONW 0€30MaCHOCTH JIOJIMKHBI
npeaycMaTpuBaTh COOp JAaHHBIX O COOBITHSAX O€30MAaCHOCTH, MX OOpa0OTKe M aHalu3e, a TaKKe
BBISIBJICHHE MTPU3HAKOB peaTu3aluu yrpo3 0e30macHoCTH nHpopmanmu 1 (Win) HapyluieHui TpeboBaHui
BHYTPEHHUX CTaHIAPTOB M PETJIAMEHTOB IO 3aIiuTe WHPopMaruu. MeponpusaTHs MO OCYIIECTBICHUIO
MOHHUTOPHHTa HWH(POPMAIIMOHHOW OE30MAaCHOCTH JOJDKHBI TPOBOJUTHCA B  OTHOIICHWH BCEX
WH(OPMAIMOHHBIX CHCTEM, 3a HCKIIOYCHHEM JIOKATBHBIX M W30JIMPOBAHHBIX HH(POPMAITHOHHBIX
CHUCTEM, B KOTOPBIX [JIOJDKCH OOCCIICUMBATHCA KOHTPOJIb JKYPHAJIOB PErHCTPAallMM  COOBITHI
0€e30I1aCHOCTH.

MeponpusTis 0 MOHUTOPUHTY HH(OPMAIIMOHHOW O€30MaCHOCTH JOJKHBI OCYHIECTBIATHCS B
cootBercTBUU ¢ pazaenamu 4 u 5 TOCT P 59547-2021.

B xome mpoBeneHHs MOHUTOpPHHTa HWH(POPMAIMOHHOW O€30macHOCTH JUIsl  aHalu3a
Saq)I/IKCI/IpOBaHHI)IX CcOOBITHI 0€30IIaCHOCTH U BBIABICHHBIX B HHUX IMPU3HAKOB pCaIn3allu aKTyaJIbHbIX
yIpo3 A0IYCKAeTCsl UCIOIb30BAHNE JIOBEPEHHBIX TEXHOJIOTUI HCKYCCTBEHHOI'O MHTEIEeKTa <17>.

<17> lloanyHkr "u" nynkra 5 HannoHanbHOM CTpaTernu pa3BUTHS UCKYCCTBEHHOTO MHTEJUIEKTA.

CtpyKkTypHOE TOJpa3jieieHue (CHEeUaluCThl) M0 3almTe WHPOpMAIUU oneparopa (o0yagarens
nH(OpMAIINN) C TIEPHOANIHOCTHIO U B CPOKH, YCTAHOBJICHHBIC BHYTPEHHUM PETJIAMEHTOM IO 3aIlHUTe
nH(popMaIuu, AOHKHO (JOJKHBI) pa3padoTaTh U MPEACTaBUTh PYKOBOJIUTENIO orieparopa (o0mamaTens
WHpOpPMAIINK), OTBETCTBEHHOMY JIMIy OTYET O pPe3yJIbTaTaX MOHUTOPHHIA, KOTOPBI B TOM 4YHCIIE
JIOJDKEH COJIepKaTh THIBI COOBITHI 0€30MacHOCTH, OOHapYy)KEHHBIC MO pe3yJabTaTaM MOHHTOPHHTA, U
CBSI3aHHBIE C HUMHU KOMIIBIOTEPHBIE WHIMACHTHI (IPU WX HATUYHMH), a TaKXKE PEKOMEHIAIMH 10 UX
aHaM3y W (MIM) ycrpaHeHuto. [lociaeHuid B TEKyIIeM rojy OT4eT O pe3yJbTaTaX MOHUTOPHHTA HITU
WTOTOBBI OTYET 3a TeKYIIMH Tof (B ciiydae ero pa3pabOTKH) TOCIe TPEACTaBICHUS PYKOBOIUTEIIO
omneparopa (oOmanmarenss wHOpPMAIMK) HaNpaBisIeTCs omeparopoM (obnamaTeneM HHPOPMAIMK) B
OCTIOK Poccuu B 1ensx MOHHUTOPUHTA TEKYIIETO COCTOSIHHMSI TEXHHMYECKOW 3aluThl MHGOpMAIUU
<18>.

<18> Hoanvukt 6(1) nvakra 8 [Tonoxenus o PCTIK Poccum.

50. Mepompusituss 10 pa3paboTke OE30MaCHOrO MPOrPaMMHOTO OO0ECIICYCHUSI JTOJDKHBI OBITh
HampaBJICHbl Ha TMPEJOTBpAICHHE TIOSABJICHUS, BBIIBICHUE W YCTPAaHCHHE YSA3BHMOCTEH B
paszpabareiBaeMOoM  omepaTopoM  (oOmagateneM — MHQPOpPMAIMM) MPOrPAMMHOM  OOECIICYCHHH.
Mepomnpusitus 1o pa3paboTke O0e30IacHOr0 MPOrpPaMMHOIO OOECIEYEeHHUs] TPOBOIATCA B Cllydae
OCYIICCTBIICHUSI ~ omeparopoM  (oOmamareneM  HWH(pOpPMAIMHM)  CaMOCTOSITEILHOW — pa3pabOTKu
IporpaMMHOIO 06ecnequI/I${, IMPUMCHACMOTI'O B I/IH(bOpMaHI/IOHHBIX CUCTEMax.
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B cinywae camocTtositenpHONM  pa3paboTku  omepaTopoM  (oOmamateneM — uH(oOpmanmn)
MIPOrPaMMHOT0 OOecIieueHus], MpeHa3HAueHHOT0 I UCTOJIb30BaHUS B MH(POPMALMOHHBIX CHCTEMaX,
JIOJDKHBI OBITH peaim30BaHbl MephI, pexycMoTpernblie pazaeaamu 4 u S TOCT P 56939-2024.

B ciydae npusnedenus oneparopom (obiagareneM HHPOPMALUH) T Pa3pabOTKH MPOTrPaMMHOTO
oOecrieyeHrs TOAPSIIHON OpraHU3alMy [0 PEIICHUI0 PYKOBOAWUTENS (OTBETCTBEHHOTO JHIA) B
TEXHUYECKOE 3a/laHue Ha pa3pabOTKy MPOrpaMMHOr0 00eCIeuyeHUs] MOT'YT ObITh BKJIFOUEHBI TPEOOBaHUS
o paspaboTke 6e30macHoro nporpaMmmHoro obecredenus B coorserctBuu ¢ [OCT P 56939-2024.

51. TlocpeacTBOM MpOBENCHHUS MEPONPHUIATHH 1O oOecreueHHIo (U3NYECKOM  3alUThI
MHPOPMALIMOHHBIX CHUCTEM JODKHA OBITh HCKIIOYEHA BO3MOXHOCTh HECAHKIIMOHHUPOBAHHOTO
(U3NIECKOTO TOCTYTa K MPOTrpaMMHO-aNapaTHBIM CpeIcTBaM 00pabOTKH U XpaHEHUs HH()OPMAIIHH.

®usnueckuil JAOCTyn K MPOTPaMMHO-aNMapaTHbIM CpPEJACTBaM HUH(POPMAIMOHHBIX CHCTEM,
NpeAHa3HAaYeHHbIM JUIsi 00paOOTKM W XpaHeHUs WHQPOPMAIMK, JODKEH OBITh TNPEIOCTaBICH
MOJIb30BATENSIM, KOTOPBIM YKa3aHHBIM JIOCTYN HEOOXOAMM [UIsl BBITIONHEHHUS BO3JIOKEHHBIX HA HHX
obs3anHOCTe  (PyHkumii). [IporpamMMmHoO-ammapaTHble  CpeAcTBa HH(MOPMAIMOHHBIX  CHCTEM,
MpeIHa3HAYCHHBIC I XpaHEeHUs MHQPOPMAIUH, TOJDKHBI OBITh YCTAHOBJICHBI B TOMEHICHHX (30HAX
moMeteHuH, mkadax, yTiaspax, Kopiycax), HECAHKIIMOHUPOBAHHBIN (PU3UYECKHIA TOCTYI B KOTOPBIC
JIOJKEH OBITH MCKITFOYEH.

KonTposns (u3uueckoro 10CTyna K NporpaMMHO-aNNapaTHBIM CPEICTBaM 00paOOTKH M XpaHEHHS
nH(pOpMaILlMK OrPAaHUYEHHOTO J0CTyna U (W) B MOMEIIEHHUS (30HBI MOMEHIeHUH, mKadbl, QyTIspsl,
KOpITyca), B KOTOPBIX OHH YCTAHOBJICHBI, JIOJDKEH OCYIIECTBIATHCS B COOTBETCTBHUHM C BHYTPEHHUMH
periaMeHTaMH Mo 3aluTe HHPOpMaIum.

CpeMHBIE MAalIIuHHBIC HOCUTCIIU HHq)OpMaHHH, Pa3spCIICHHBIC JJIS HUCITIOJIB30BaHUA B
MH(OPMALIMOHHBIX CHCTEMaX, MOAJEXKAT y4eTy U KOHTPOJIIO HCMOib30BaHUs. B uHpOpManMOHHBIX
cUcTeMaxX JOJDKHBI HCIOJNB30BAThCS CHhEMHBIC MAIIUHHBIE HOCHTEIH WH(GOpPMAIIMU, BbIJAaBACMBbIC
oreparopoMm (oOnamatenem wuHpopManuu). B cimyuae OOHapyKEHHs II0JIb30BaTElieM CHEMHOTO
MAaIIMHHOTO HOCHUTENS WH(OPMAIIMU, TPUHAICKHOCTh KOTOPOTO MJIH BJIaJIebIla KOTOPOTO YCTAHOBUTH
HE YJaloch, TAaKOW CHEMHBIA MAIIMHHBIA HOCUTENh HH(OpPMAIMK JOHKEH OBITh IepenaH B
CTPYKTYpPHOE ToJIpa3ieiieHue (CIeIHanrcTam) 1o 3aluTe HHPOPMAIIMH IJIsl aHalIu3a CoJieprKallencs Ha
HeM HH(OpMalW{, MPOrpaMM M NpPU HEOOXOIMMOCTH JajbHelmiero yHuutoxkenus. [loaxmrodeHue
OOHApY>KEHHOTO CHEMHOI'0 MAIIMHHOTO HOCUTeNs HH(popMarmuu K HHOOPMAIMOHHBIM CHCTEMaM
3arpenaeTcs.

52. IlocpencTBOM  MpOBENCHHUS  MEpPONPHUATHH MO  00ECHEUeHHI0  HENpepbhIBHOCTH
(YHKIMOHMPOBAaHUST MH(POPMALMOHHBIX CHCTEM IPU BO3HHMKHOBEHHHM HEIITATHBIX CUTyalUd JOJDKHA
ObITh 00ecreyeHa BO3MOYKHOCTb BOCCTAHOBJICHUS BBINOJHEHUS (YHKIUI (MpolieccoB, BUIOB paboT)
MH(OPMALIMOHHBIX CHUCTEM, JUIsl KOTOpBIX orepaTopoM (oOmamatesneM HHGOpPMAIUU) YCTaHOBJIIECHBI
TpeOOBaHUS K HEIIPEPHIBHOMY PEKUMY (DYHKIIMOHUPOBaHMS (Jajiee - 3HauuMble (PyHKIUH), B Ipeenax
UHTEPBAJIOB BPEMEHU BOCCTAHOBJICHUS, YCTAHOBJICHHBIX BHYTPEHHUMH CTAaHAAPTaMU U perjlaMeHTaMHu
10 3aIUTe HHPOPMAIUH.

53. VHTepBanbl BpEMEHH BOCCTAHOBJICHUS (DYHKIIMOHHPOBAHUS HH(GOPMAIMOHHBIX CHCTEM, HX
CETMEHTOB, BBIMOJHSIIONIMX 3HAYMMBIC (YHKIMH, YCTaHABJIMBAIOTCS ormepaTopoM (obiagarenem
nH(pOpMaNMi) B COOTBETCTBUM C aKTaMH, Ha OCHOBAaHWUU KOTOPBIX OCYIIECTBISCTCS CO3IaHHE,
JKCIUTyaTansi WHQPOPMAIMOHHBIX CHUCTEM, WIH TpeOOBaHHSAMU oOnaxatens wuHGOpMAIMA B
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3aBHCUMOCTH OT 3HAUUMOCTH (YHKLUH U1l 00ecreueHus ero AesiTeIbHOCTH, KIacCOB 3allUIIEHHOCTH
WH(POPMALIMOHHBIX CHUCTEM, YCTaHaBIMBAE€MbIX omepaTopoM (oOmagareneM uH(popmanuu) B
COOTBETCTBHUH C IPUIIOKEHUEM K TpeGOBaHUSAM, U TOJKHBI COCTABIISTh:

Juisi MHQOPMALMOHHBIX CHUCTeM | Kiacca 3allMIIEHHOCTH - He Oosiee 24 4acoB ¢ MOMEHTa
oOHapyXeHHs HapyleHus! GQyHKIIMOHUPOBAHUS;

JUIs “HOPMAIIMOHHBIX CHUCTEM 2 KJlacca 3alluIEHHOCTH - He Oojiee 7 KaJeHIapHBIX JTHEH C
MOMEHTa 0OHapy KeHUs HapylIeHus: (yHKIIMOHUPOBAHHSI,

Ui MHGOPMAIIMOHHBIX CHCTEM 3 Kjacca 3allUIIEHHOCTH - He Ooyee 4 Henenb ¢ MOMEHTa
OoOHapy>KeHHsI HapyIIeHUs! (PYyHKIMOHUPOBAHHUSL.

54. IIporpamMMHbIe, IPOrpaMMHO-AIIApaTHbIE CPEACTBA, MO3BOJISAIONINE 00ECTIEYUTh BBIITOJIHEHUE
3HAYUMBIX  (QYHKIUHM, JOJKHBI OBITh  Pa3BEpPHYThl B  OTKa30yCTOMYMBOM  KOHQUIYpalUH,
obecreuynBaroeil BOCCTAaHOBJICHUE BBINOJIHEHUS 3HAYMMbIX (DYHKIUI B yCTaHOBIJIEHHBIH ONEPaTOpOM
(obnamarenem MHGOpMAIMKM) BO BHYTPEHHUX CTaHIAapTax M perjlaMeHTax Io 3aluTe MH(opMauu
MHTEpPBaJl BpEMEHH BOCCTAaHOBJICHUSI.

55. Onepatopom (obranarenem HHGOOPMAIIUN) TOJDKHO OBITH 00€CIICYCHO:

CO3JJaHME JOCTATOYHOTO KOJMYECTBA PE3EPBHBIX KON MPOrPaMMHBIX, IPOrPAMMHO-AIIIAPATHBIX
CPEICTB U UX KOH(UTYpaIuii, 00ecrieunBaoInX BbIMOTHEHUE 3HAUUMbIX (YHKIMH, HEOOXOAUMBIX IS
BOCCTAHOBJICHHS BBIIIOJIHEHUSI 3HAYMMbBIX (PYHKIMI B yCTaHOBJIEHHBI BO BHYTPEHHUX CTaHAApTax U
pernmamMeHTax Mo 3amuTe HWHPOpPMAIMU HWHTEPBAal BPEMEHH BOCCTAHOBJICHHS, M TEPUOJUYECKOE
TECTUPOBAHUE TAKUX CPEJCTB HAa pabOTOCIIOCOOHOCTB;

CO3MaHHE JOCTATOYHOTO KOJUYECTBA PE3EPBHBIX KomWii HWH(MOpMANUU, HEOOXOAMMOW st
oOecrieueHrsT BBIITOJIHCHUS 3HAYMMBIX (DYHKIHH, a TakKe WX XpaHEHUE Ha Pa3HBIX TUINAX MAITUHHBIX
HOCHTEJICH MHPOPMAITUU B MeCTaX, 00CCIICYNBAIONTNX HCKITIOUCHUE HECAHKITMOHUPOBAHHOTO JIOCTYTA K
PE3epBHBIM KONHUSIM WH(OPMAIIHH.

(8 pen. [Ipukaza ®CTIK Poccuu ot 08.05.2026 N 137)

IlepnoMYHOCTE PE3EPBHOIO KONMMPOBAHMS, KOJMYECTBO, THUIIBI HOCHUTENIEH, MECTa XpaHEHUs
PE3EpBHBIX KONMM M YPOBEHb KPUTHYHOCTH PE3EPBUPYEMOl HH(POPMALMU OINPENEeNIIIOTCS BO
BHYTPEHHUX CTaHJapTax U periaMeHTax Mo 3aluiuTe nHHOpMalnu.

Omnepatop (oOmamarens HHPOPMANMK) JTOHKEH MPOBOJIUTH MEPHOIUYECKHE, HO HE PEXE OJHOTO
pasa B JBa Toja, MPOBEPKH, B TOM YHCIEC B (OPME TPEHUPOBOK, BO3MOXHOCTH BOCCTAHOBJICHUS
BBIMIOJIHEHUSI  3HAYUMBIX  (DYHKIMA C  HWCIOJNB30BAHUEM PE3EPBHBIX KOMHWA  MPOTPAMMHBIX,
MPOrpaMMHO-AMNIAPATHBIX CPEACTB M HH(MOpPMANUU, HEOOXOAUMOW JUIS WX BBIMOJTHEHUS, C
MPUBJICYCHUEM pAOOTHUKOB, 33JCHCTBOBAHHBIX B MPOBEACHHUH pabOT TIO BOCCTAHOBICHUIO
(YHKIMOHUPOBAHUS HH(POPMAITMOHHBIX CUCTEM.

B ciyuae npoBeneHrs MEpONPUITHIA [0 BOCCTAHOBJICHUIO (DYHKIIMOHUPOBAHUS HHPOPMAIIMOHHBIX
CHCTEM, UX CEIrMEHTOB, BBIMOIHAIOIMX 3HaYMMble ()YHKIIMH, C IPEBBIIICHUEM HHTEPBAIOB BPEMEHHU UX
BOCCTAQHOBJICHMsI JOJKHA 00€CHeunBaThCSl BO3MOYKHOCTH BBINIOJHEHUS IOJIb30BATEISIMU 3HAUUMBIX
¢yHKIMHA, B TOM 4HCI€ B HEAaBTOMATU3UPOBAHHOM pEXHME, B COOTBETCTBUM C BHYTPEHHUMH
periaMeHTaMHy Mo 3aluTe HHPOpMaIum.

www.consultant.ru CrpaHvua 23 u3 34
HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100038&amp;field=134
https://login.consultant.ru/link/?req=doc&amp;base=LAW&amp;n=541612&amp;date=19.10.2026&amp;dst=100038&amp;field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.04.2025 N 117

(pen. ot 08.05.2026) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHwiA 0 3alMTe MHGOPMaLIMK, [ata coxpaHeHus: 19.10.2026
coaepalleic...

56. MeponpusTis IO MOBBIIIEHUIO YPOBHA 3HAaHUM M MH(POPMHPOBAHHOCTH IOJIb30BaTENEH
MH(POPMALIMOHHBIX CHCTEM I10 BOIIPOCAM 3aLUThI MH()OPMAIMH JOKHBI BKIIOYATH!

a) JI0BEJICHHE JI0 MOJIb30BaTeeii MH(GOPMAIMOHHBIX MAaTEPUAIOB, B TOM YHUCIE B (hOpME IMaMSTOK,
OaHHEpOB, OYKJIETOB, 110 AKTYaJILHBIM BOITPOCAM 3alIUTH HHPOPMAIIHH,

0) mpoBeeHNe JEKIUH, CEeMUHAPOB, 00YyYaIOIIKUX U [0 BOIIPOCaM 3alUThl HHPOpMAIUY;

B) IMPOBEACHNEC HMMHUTAOIMOHHBIX PACCBUIOK JJICKTPOHHBIX IIMCEM Ha CJ'Iy}Ke6HI)Ie ajipeca
BHGKTpOHHOﬁ II04YThI, UHBIC CJ'Iy>K€6HLIC cpeacrBa KOMMyHI/IKaI_II/Iﬁ C LIOCJIBKO OLICHKH YCTOIZQHBOCTH
MOJIb30BaTeIeH K METOJaM COIUAIbHOM HWHXXCHCPUU,

I') IPOBEICHUE TPEHUPOBOK C MOJB30BATENIIMH IO MPAKTUYECKON OTPabOTKE MEpPONPUITHI MO
3amuTe WHPOPMAIUHU, TPETyCMOTPEHHBIX BHYTPCHHHMH perJIaMEHTaMH 10 3alluTe WH()OpMAIWU, U
(hopMHUPOBAHHIO HABBIKOB T10 3alTUTE WH(OPMAITHH.

57. Ilpumensiembie ormepaTopoM (oOsamareneM HH(POpPMANUM) CIIOCOOBI TOBBIMICHUS YPOBHS
3HaHW T0JIh30BATENICH MO0 BOIPOCAM 3alIUThl HHOOPMAIMH, IEPHOAUIHOCTh U (POPMBI OIICHKH YPOBHS
3HAHUU JTOJIKHBI OMPEIENATHCS BO BHYTPEHHHUX PETIaMEeHTax 1o 3amuTte nHpopmanuu. OneHKa ypoBHS
3HAHWUU JJOJHKHA MPOBOIUTHCS HE PEXKE OAHOTO pa3a B TPH roJla WIH MOCIIe KOMIBIOTEPHOT'O HHITUACHTA,
mpousoniennero 'y omeparopa (oOmamatens wHpopmanuu). [l monp3oBaTenel, y KOTOPBIX
OTCYTCTBYIOT 3HAHHS IO BOMPOCAM 3aIWTHl WH(OPMAIUHU, JOHKHO OBITh OPraHW30BAaHO TOBTOPHOE
MIPOXOXKJICHHE 00YUArOIINX KYPCOB 110 BOIIPOCAM 3alIUThl HH()OPMAIIHH.

58. IlocpencTBoM MpOBEAEHUS MEPOMPHUSITHN MO 3aluTe HHPOPMAIMM HPU B3aUMOJEHCTBUU
oreparopa (obmagarenss MHPOPMALUHU) C MOAPATHBIMH OpPraHU3ALUSAMH JOJDKHA OBITh HCKIIOUEHA
BO3MOKHOCTh HECAaHKIIMOHMPOBAHHOTO JOCTyIa WM BO3JACHCTBHN Ha MH(OPMAIOHHBIC CHCTEMBI U
COZIepKAIIYIOCS B HUX MH()OPMAILMIO Yepe3 B3aMMOACHCTBYIONINE ¢ MHPOPMALMOHHBIMUA CHCTEMaMH
MIPOrpaMMHO-AIIapaTHbIE CPEACTBA MOJPSIHBIX OpTaHM3alMi WIM KaHalbl Iepelayd JOaHHBIX U
uHTepPEechl, UCIOJIb3YeMbIe ISl TOCTyIa MOAPAIHBIX OPTraHU3alui K HH()OPMALIMOHHBIM CUCTEMAaM.

Omnepatopom (o6sagareneM UH(OPMAIMK) B OTHOLIEHUH MOJPSIHONW OpraHU3aluu JOKHBI OBITh
YCTAQHOBJICHBI TPeOOBaHUS MO OOECHEUEHHIO 3alIUThl MH(POPMALUHU, K KOTOPOH MOJYy4YeH JOCTYyM, a
TaKOKe 110 PacdyeTy U OLICHKE IOKa3aTeNs YPOBHS 3pEJIOCTH Ysn.

(B pen. lpukaza ®CTIK Poccun ot 08.05.2026 N 137)

He nomyckaercss KonupoBaHHME MNOAPAIHBIMU OpTraHU3alUSIMH HHPOpMAIUMU, K KOTOPOH UM
IIPEAOCTABIIEH JOCTYI, €CIIA TaKoe KOIUPOBAHUE HE IMPEAYCMOTPEHO B JOKYMEHTax oleparopa
(obnamarens uHpopMalK), HA OCHOBAHUU KOTOPBIX MOAPSAHBIM OpraHU3alMsIM MPEI0CTaBIIEeH 1OCTYII
K HH(POPMALIMOHHBIM CUCTEMaM.

B uHpOpManMOHHBIX CHUCTEMaX, OTICIBHBIX MPOTrPAMMHO-ANMAPATHBIX CPEIACTBAX MOAPSAHBIX
OpraHu3aIfii, B KOTOPBIX OCYHIECTBISIFOTCS OOpaOOTKa M XpaHEHHWE IOJYYCHHOW B pe3ysbTaTe
MIPEIOCTABJIEHHOT0 JO0CTYyNa WH(OpPMAIMU, JOJKHBI OBITH MPHUHATH MEPHl MO 3alIUTe MH()OpPMAIUH.
CocraB uH(popManMM, LENM €€ 3alUThl M KJIAacChl 3allUIIEHHOCTH, B COOTBETCTBUU C KOTOPBIMU
NOJPSIHBIMU  OpPTaHU3ALMsMM JOJDKHBI OBITh MPHUHATBL Mepbl MO 3ammMre WHPOpMalKUUd BO
B3aMMOJICHCTBYIOIIMX HH(POPMAIIMOHHBIX CHUCTEMax, YCTaHABIMBAIOTCS oleparopoM (obianatenem
nHpOpMalKMK) HAa OCHOBaHMM TpeOoBaHUII BO BHYTPEHHHMX CTaHAApPTaX W perijaMeHTax IO 3aIluTe
nH(pOpMaLINH.
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Paspaborka (pazButue) W (WJIM) TECTUPOBAHHE MPOTPAMMHOIO OOECTeueHUsl MOAPSTHBIMU
OpraHU3alMsIMM HEMOCPEJCTBEHHO B JKCIUTyaTUPYEMbIX HH(GOpPMAIMOHHBIX CHUCTEMax olepaTopa
(obnaparens mHpoOpManuu) He Jomyckaercsa. st mpoBeaeHust paboT mo pa3paboTke (pa3BUTHIO) U
(MIIM) TECTHPOBAHHWIO IMPOTPAMMHOTO oOecrieueHHuss paOOTHHKAM IOAPSAHBIX OpPTraHW3alUil JIOJDKEH
OBITh IPEIOCTABIIEH JOCTYII K BBIJICJIEHHBIM ISl IPOBEACHUS TaKUX pabOT cTeHJaM pa3paboTKu U (WIIn)
TECTUPOBAHUS, KOTOPBIE TOJKHBI ObITh M30JIMPOBAHBI OT HKCIUTYaTUPYEMbIX MH()OPMALIMOHHBIX CHCTEM
oneparopa (obnamarens uHpopmauuu). KoHTponp AocTyna MNOAPSAAHBIX OpPraHU3alUil K CTEHIaM
pa3paboTku (pa3BUTHA) M (WIM) TECTHPOBAHUS JOJDKEH OCYIIECTBIATHCS B COOTBETCTBUU C
BHYTPCHHUMH pETJIaMEHTaMH IO 3alIUTe HHPOPMALIUH.

59. IlocpenacTBoM MNpPOBEACHUS MEPONPUATUN IO OPraHU3alUd WU MPOBEACHUIO 3aLIUTHl OT
KOMITBIOTEPHBIX aTaK, HAlpaBiICHHbBIX HAa OTKa3 B OOCIYyXHBaHUH, JOJDKHA OBITh HCKJIIOYEHA
BO3MOKHOCTh OJIOKMPOBAaHHUSI aBTOPU30BAHHBIM IMOJB30BATEISIM JIOCTYyNAa K HH(OPMAILMOHHBIM
cucreMaM M (WiIM) cojepxaimieiics B HUX HHGOpPMalMK BCIEICTBUE HECAHKLMOHWPOBAHHBIX
BO3/CHCTBUIl Ha MHTEp(dENCH, TOPTHI, CEPBUCH], K KOTOPHIM JOJKEH OBITh 00ECHeUYeH MOCTOSHHBIN
noctyn u3 cetu "MHtepHet".

Omneparopom (oOmamatenieM WHGOPMANWK) JODKHO OBITH OOECICUYEeHO B3aWMOJCUCTBUE C
TOCYJapCTBEHHOM CHCTEMOW OOHApyKEHUs, TPEIyNpEeKICHUS W JUKBHIAIMHA  TOCICACTBUI
KOMITBIOTEPHBIX aTaKk Ha uWHGOpPMaIMOHHBIE pecypchl Poccmiickoit  ®eneparuu, a Takke
B3aUMOJICIICTBME B aBTOMATU3UPOBAHHOM pexuMe ¢ L[eHTpoM MOHMTOpMHIa M YNPABIEHHUS CETHIO
CBSI3H OOIIEro MOJIB30BaHUS <19>,

<19> Ilynkr 5 Tlomoxxenuss o lleHTpe MOHHTOpPWMHTA W YNPABJICHHS CETHIO CBS3M OOIIEro
M0JIb30BAHHUS, YTBEPKACHHOTO ITpuka3zoM Pockomuanzopa ot 31 uronst 2019 r. N 225 (3apeructpupoBan
Muntoctom Poccuun 22 Hos6ps 2019 r., peructpannonnbii N 56583), ¢ u3BMEHEHUSIMH, BHECEHHBIMHU
npuka3oM Pockomuanzopa ot 24 anpens 2024 r. N 73 (3apeructpupoBan Muntocrom Poccun 6 utoHs
2024 r., peructpaunonsbsiii N 78486).

Meponpusatus, NpeayCMOTPEHHBIE HACTOSAIIMM ITyHKTOM, JIOJDKHBI — OCYIIECTBISATECA €
MIPUBJICYCHUEM IPOBAWIECPOB XOCTHHIA WJIM OPraHU3alui, MPEJOCTABISIIOIIUX YCIYTHM CBSI3H, WU
OpraHu3alMii, OKa3bIBAIOIIMX YCIYTH 10 KOHTPOIO, (PUIBTPAlIMM U OJIOKHPOBAHHUIO CETEBBIX 3alIPOCOB,
o0najaomux MpU3HAKaMM KOMITBIOTEPHBIX AaTaK, HAalpaBJIEHHbBIX Ha OTKa3 B 0OCITy)XMBAaHUHU.
[IporpammHoO-anmnapaTHble CPEJCTBA, WCHOJIB3yEeMble JUIsI KOHTPOJS, (PUIbTpanuu M OJOKUPOBAHUS
CETEeBBIX 3allPOCOB, OOJIATAIOIIMX IPHU3HAKAMU aTaK, HANpPaBICHHBIX Ha OTKa3 B OOCIy)XHBaHUH,
JIOJKHBI OBITH paciofio’keHbl Ha TeppuTopun Poccuiickoit deneparuu.

Obecnieuenue aoctynHocTH u3 cetd "MHrepHer" mHTepdeicoB U cepBUCOB HMHPOPMAIIMOHHBIX
CUCTEM, MOJJIeKAIIUX 3alIUTe OT KOMIIBIOTEPHBIX aTaK, HAaNpaBJICHHBIX Ha OTKa3 B OOCIY)KUBAaHUU,
JOJKHO OCYIIECTBISATHCS B COOTBETCTBUU C BHYTPEHHUMH PETJIAMEHTAaMU 10 3aliuTe WHGOPMAIUU 110
COTJIACOBAHUIO CO CTPYKTYPHBIM MOJpa3JieieHueM (CHelUalIuCTaMM) 1O 3aIiuTe UH(OpMAIMK Mocie
NPUHATUS MEp MO KOHTPOJII M (WIBTPAMK MCXOJSIIEr0 M BXOISIIETO CETeBOro Tpaduka B
COOTBETCTBUHU C TIepeuHeM pecypcoB cetu "MHTepHET", ¢ KOTOPHIMH MOXET B3aHMMOJICHCTBOBATh
nH(pOpMallMOHHAsT CHCTEMa, BKIIOYAIOUIMM MCXOAAIIMHA UM BXOJSIIIMA CeTeBble IMOTOKH, HX
XapaKTePUCTUKHU U UCIIOJIb3yEeMbIE€ TPOTOKOJIBI.

60. IlocpencTBoM IpOBEACHUS MEPONPUATHI MO OOECNeUYeHUI0 3alluThl HH(GOpMALMU TNpPU
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UCMOJb30BaHUU /s (YHKIMOHUPOBAHUS HMH(POPMALMOHHBIX CHCTEM HMCKYCCTBEHHOTO HHTEIIEKTa
<20> nomkHa OBITh oOOecrmeyeHa BO3MOXKHOCTb HCKJIIOYEHHUS HECAHKIIMOHMPOBAHHOTO JOCTYyNa K
uHpOpMAMM WM BO3JCHCTBUSA HAa  WHPOPMALMOHHBIE CHCTEMBl, HECAHKIMOHHUPOBAHHOTO
pactpocTpaHeHHs U MOTU(PHUKAIMKA WHPOPMALIUH, a TAaKXKE HCIOJIB30BaHUS MWHPOPMALIMOHHBIX CHCTEM
HE N0 WX HA3HAYEHWIO 3a CYeT BO3ACHCTBHMS Ha HAOOPHI JaHHBIX <21>, mpUMEHsEeMble MOJeNu
HCKYCCTBEHHOI'O UHTEJUIEKTa <22> 1 UX MapaMmeTpbl <23>, MpoLecchl U CEPBUCHI IO 00pabOTKE AAHHBIX
Y TIOUCKY pelIeHn <24>.

<20> IloanyHkr "a" nyHkTa 5 HannoHanbHOM cTpaTeruu pa3BUTUSL HICKYCCTBEHHOTO MHTEIUIEKTA.

<21> [oanyukr "n" nyHkra 5 HannoHansHOM cTpaTeruu pa3BUTHS UCKYCCTBEHHOTO MHTEIIICKTA.

<22> [loanyHkT "p" nyHkra 5 HanmoHansHOM CTpaTEruu pa3BUTUS NCKYCCTBEHHOTO MHTEIJIEKTA.

<23> [loanyHkT "1" myHkTa 5 HanoHaneHOM CcTpaTeruu pa3BUTHUs HCKYCCTBEHHOTO MHTEIIEKTA.

<24> IloanyHkT "a" nyHkTa 5 HanuoHanbHOM CTpaTErnu pa3BUTUS UICKYCCTBEHHOTO MHTEIUIEKTA.

He pomyckaercst mepenada JMily, pa3paboTaBLIEMy MOJAENb HMCKYCCTBEHHOIO HHTEIUIEKTa,
WHPOpPMALMK OTPAaHHYEHHOTO JOCTYIIA, COAEpIKaIIeicsl B MHPOPMALMOHHBIX CHCTEMax, B TOM YHCIIE
JUIS yIIyqIIeHUs] yHKIIMOHUPOBAHUS MOJIETTN UCKYCCTBEHHOTO MHTEJIEKTA.

61. Ilpu B3auMOACHCTBUHU TMOJH30BATEICH B IEJAX BBIIOJHCHUS HWMH CBOMX OOS3aHHOCTEH
(pyHKIHIT) ¢ cepBUCaMH Ha OCHOBE MCKYCCTBEHHOTO MHTEIUIEKTa MOCPEICTBOM HAlpaBJIeHHs 3ampoca U
MOJTyYEHHUsI OTBETA JJOJKHBI OBITh:

a) TP B3aUMOJICUCTBUU B (hopMaTe CTPOTO 3aJaHHBIX TAOJIOHOB 3alIPOCOB U OTBETOB:

orpezieNieHbl 11a0JI0HBI 3aIIPOCOB MOJIb30BATENEH, HAIIPABIIEMbIX B UCKYCCTBEHHBI MHTEIUIEKT, U
o0ecreyeH KOHTPOJIb COOTBETCTBUS 3alIPOCOB YCTAHOBJICHHBIM LIa0I0HAM;

OIpCaAcCIICHBI m1abJIOHBl  OTBETOB HCKYCCTBCHHOI'O HMHTCJUICKTA H obecneyeH KOHTPOJIb
COOTBETCTBUA OTBCTOB YCTAHOBJICHHBIM OIICPATOPOM (O6J'Ia,[[aTeJ'IeM I/IH(I)OpMaI_II/II/I) H_IaGJIOHaM;

0) mpu B3auMOJIeHCTBUM B popMaTe CBOOOTHON TEKCTOBOW (HOPMBI 3aIIPOCOB U OTBETOB:

ONpCAC/ICHbL JIsI HAIpPaBJIACMBIX B HCKYCCTBCHHBIfI HUHTCJUICKT 3alpOCOB MoJIb30BaTelei
A0IYCTUMBIC TCMAaTHKU U obecrneueH KOHTPOJIb COOTBECTCTBHA 3alIPOCOB JOIMYCTUMbBIM TCMATHUKAM;

orpeneneHsl (popMaThl OTBETOB MCKYCCTBEHHOTO WHTEIUIEKTa B COOTBETCTBUHU C JIOIYCTUMBIMHU
TeMaTHKaMd H  o0eclie4eH KOHTPOJIb COOTBETCTBUS OTBETOB YCTaHOBJICHHBIM OIEPAaTOPOM
(obmapateneM uHbopMaiuu) popmMaraMm U AOMYyCTUMBIM TEMaTHKAM;

B) pa3pa60TaHLI CTaTUCTUYCCKUC KPUTCPHUU JId BBIABJICHUA HCAOCTOBCPHBIX OTBCTOB
HCKYCCTBCHHOI'O MHTCJUICKTA JIA TOCICAYIOIICTO c60pa 1 aHaJin3a HCJOCTOBCPHBIX OTBCTOB,

r) oO0ecrnedyeHo pearupoBaHHE Ha HEIOCTOBEPHbIE OTBEThl HMCKYCCTBEHHOI'O MHTEJIEKTa
MOCPEJCTBOM OTrpaHMYEHHs OO0JacTH MPUHUMAEeMbIX peumeHu u (uim) peanusauuu  (QyHKUNN
MH(GOPMALIMOHHOM CUCTEMbI HA OCHOBE HEIOCTOBEPHBIX OTBETOB MCKYCCTBEHHOI'O MHTEILIEKTA.
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[Ipn ucnonp30BaHUM B MH(POPMAIIMOHHBIX CHCTEMaX MCKYCCTBEHHOTO WHTEJIEKTA WIIM CEPBHCOB
Ha OCHOBE MCKYCCTBEHHOI'O MHTEJUIEKTa JIOJKHO OBITh MCKIIOYEHO HEPETIaMEHTHPOBAHHOE BIIMSHUE
HCKYyCCTBEHHOTO HWHTEJUIEKTa Ha TapamMeTpbl MOJEIM HCKYCCTBEHHOTO HWHTEIUIEKTa U Ha
(GYHKIMOHUPOBaHNE HH)OPMAITIOHHBIX CUCTEM.

HCHOCpeHCTBeHHO B COCTaB I/IH(l)OpMaHI/IOHHI)IX CUCTEM JIOJDKHBI BKIIFOYATbHCA JOBCPCHHBLIC
TEXHOJIOIT'MHU UCKYCCTBCHHOI'O HHTCIIJICKTa <25> uim uX KOMIIOHEHTEI.

<25> IloanyHkT "1" nyHkra 5 HanuoHanbHOM CTpaTernu pa3BUTHS NCKYCCTBEHHOTO MHTEIUIEKTA.

62. MepomnpusTusi 1O peanu3anui B HHQOPMAIMOHHBIX CHUCTEMax Mep 10 HX 3alluTe |
coJieprkanieiicst B HUX HHQOPMAIMK JOJIKHBI BKIIIOYATh:

1) peanmuzanuio 0a30BBIX MeEp 3allUThl WH(OOPMALMOHHBIX CHCTEM U COJEpKalleics B HUX
nH(pOpMALIMM  COOTBETCTBYIOIIMX  KIJIACCOB  3AlllMIICHHOCTH, YCTaHAaBIMBAEMBIX  OIEPaTOpPOM
(obmagaTeneM uHGOpPMAITUN);

2) apmanTanuio 0a30BBIX Mep 3allUThl WHPOPMAIMOHHBIX CHCTEM M COJEpKaleiicss B HHX
uHpOpMAMKM  TPUMEHUTENFHO K  apXHWTeKType HWH(GOPMAIMOHHBIX  CHCTEM, MPHUMEHSIEMBIM
MH(OPMALIMOHHBIM TEXHOJIOTUAM, OCOOEHHOCTSIM (PYHKIIMOHUPOBAHUS HH(OPMALIMOHHBIX CUCTEM;

3) BepuduKalMIO aJaNTUPOBAHHBIX 0a30BBIX MEp 3alIUThl HHPOPMAIMOHHBIX CUCTEM U
coJiepkamieiicss B HUX HHQPOpPMAIMH B COOTBETCTBHHM C aKTyaJbHBIMU YIPO3aMU M BO3MOXKHOCTSIMHU
HapyIluTenei, ux J0NnojJHeHue U (WIn) yCUIICHHE.

(B pexn. [pukaza ®CTIK Poccum ot 08.05.2026 N 137)

63. B uHpOpMalMOHHBIX cHUCTEMaxX JOJKHBI OBITh pealM30BaHbl ClEAyIOLIUEe 0a30BbIE MEpbI
3a1uThl UHQOPMALIMOHHBIX CUCTEM U cofiepKalleicss B HUX HH(OpMaLnu:

a) WICHTH(UKAIMS ¥ ayTeHTU(DHUKAINS;
0) yrpaBieHHe JOCTYIIOM;
B) perucTpanus cooObITuii 6€30MacHOCTH;

T) 3all1Ta BUPTyAIU3AIUHA U O0TaYHBIX BRIYUCICHUN <26>;

<26> Hoanyukr "u" nyHkra 4 Ctpareruu pa3Butus HHQOpMaIMOHHOro odiiecTBa B Poccuiickoit
®enepanun Ha 2017 - 2030 roasl, yTBepKaeHHOW YKa3om Ilpesuaenta Poccuiickoit @enepanuu ot 9
masg 2017 r. N 203.

1) 3alllMTa TEXHOJOTUH KOHTEMHEPHBIX CPEJ] U X OpKecTpauuu <27>;

<27> Hynkr 3.10 nHarmmonansHoro crtangapra Poccuiickoit @enepanuu ['OCT P 70860-2023
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"Undopmannonnsie TexHomoruu. QOOnaunblie BblYHcHeHUs. OOIMEe TEXHOJIOTHH U METObI",
YTBEPKACHHOTO U BBEACHHOIO B JelicTBUE IpukazoM Poccrannmapra or 28 aBrycrta 2023 r. N 700-ct
(M., ®I'bY "Unctutyt crannapruzanuu", 2023).

€) 3alIuTa CEPBUCOB JIEKTPOHHOU MOYTHI,

K) 3a11uTa BeO-TEXHOJIOTHI;

3) 3alIUTa MPOTrPAMMHBIX HHTEP(EHCOB B3aMMOICHCTBYSI IPUIIOKEHHUIA;

1) 3al1UTa KOHEYHBIX YCTPOMCTB;

K) 3aIIMTa MOOMIJIBHBIX YCTPOMCTB;

J1) 3alllMTa TEXHOJOTUI UHTEpHeTa Belel <28>;

<28> oanynkr "B" nmyHkra 4 Ctpareruu pa3BuTus uHpopmanronHoro oduiectBa B Poccuiickoit
®enepaunn Ha 2017 - 2030 roasl, yrBepxkaeHHON Yka3om IIpesuaenta Poccuiickoit @eaepaunn ot 9
mag 2017 r. N 203.

M) 3aIlIUTa TOYEeK OECIPOBOAHOTO AOCTYTIA;

H) aHTUBHUPYCHAas 3allUTa;

0) oOHapy>KeHHE U NMPEeIOTBPAIIEHUE BTOPKEHUI Ha CETEBOM YPOBHE;

) CerMEHTAllNs U MEXKCETEBOE IKPAaHUPOBAHUE;

p) 3alIMTa OT KOMITBIOTEPHBIX aTak, HalpaBJIEHHBIX HA OTKa3 B 00CIIy)KHBaHUH;

C) 3alMTa KaHAJIOB ME€PeIaud JAHHBIX U CETEBOTO B3aUMOICHCTBUS.

64. Peanmszanus Mep 1o 3amuTe HHGOPMAITMOHHBIX CHCTEM H COJICpIKaIIeHCcsl B HUX WHPOpPMaINH,
NOJUICKAINNE pealn3aliy, IODKHA oOO0eclednBaTh 3allUTy OT HapyIIUTeNIed CO CIeAyIOMNUMH

YPOBHAMU BO3MO>KHOCTCH:

B MH(GOPMAIIMOHHBIX CUCTEMax 3 Kjacca 3allUIIeHHOCTH - OT HapyIIUTeNel ¢ 0a30BbIM ypOBHEM
BO3MOXKHOCTEI;

B MH(OPMAIIMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH - OT HAapyIIUTEJeH C IMOBBIIICHHBIM
YPOBHEM BO3MOXKHOCTEM;

B MH(OPMAIMOHHBIX CHUCTeMaxX | Kiracca 3alUIEeHHOCTH - OT HAPYIIUTEJIEH ¢ BRICOKUM YPOBHEM
BO3MOXHOCTEH.

Omnepatopom (oOnagaTeneM MHGOpPMALMK) MOKET OBITh NMPUHATO pEIIeHHE O MPUMEHEHUH Mep
3alIUThl WH(GOPMALMOHHBIX CHCTEM U COAEpIKallelcs B HUX MHPOpPMALUU OT HapymuTenedl ¢ Oonee
BBICOKHM YPOBHEM BO3MOXKHOCTEM.
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65. C uenbio NOATBEPXKIAEHUS JOCTATOUHOCTH MPUHATBHIX MEp 3aIUThl MHOOPMAIIMOHHBIX CHCTEM
U cojepaieiicss B HUX HMH(pOpManmuu A0 Havajga oOpaboOTKM W (Win) XpaHEeHUs HH(POpMAIMU B
rOCYJapCTBEHHBIX MH(POPMALMOHHBIX CHCTEMax JOJDKHA OBITh NMPOBEJACHAa MX arrectamus <29> Ha
cooTrBeTcTBUEe TpeOOoBaHHAM B COOTBETCTBHM C [lOpSIKOM OpraHM3allid W TPOBEACHUS PadOT MO
aTTecTallud OOBEKTOB HMH(OpMATH3allMM Ha COOTBETCTBUE TPeOOBaHUSAM O 3al[uTe HHPOpMaIUU
OTPaHUYEHHOI'0 JOCTyIla, HE COCTaBJAIOIIEH TOCYAapCTBEHHYIO TailHy, YTBEpPXKIEHHBIM IMPHUKA30M
OCTIK Poccun ot 29 anpenst 2021 r. N 77 <30>.

<29> MoanvukT 13(3) nyakra 8 [Monoxeuus o ®CTOK Poccun.

<30> 3apeructpupoan Muntoctom Poccuu 10 aBrycra 2021 r., peructpaunoHssii N 64589.

Pemenne 0 HEOOXOIUMOCTH aTTECTallMM MHBIX HMH(OPMAILMOHHBIX CHCTEM TIOCYJapCTBEHHBIX
OpPraHoOB, TOCYJAPCTBEHHBIX YHUTAPHBIX HPEANPUATHHA, TOCYJAapCTBEHHBIX YUPEKACHUN NMPUHUMACTCS
pykoBoauTeneM onepaTtopa (obsagarens nHPOpMAIUK), OTBETCTBEHHBIM JIUIIOM.

66. MeponpusiTHsi 1O KOHTPOJIO YpPOBHS 3aIIMIIEHHOCTH HH(OpMAIUK, coleprKaleics B
MH(OPMALIMOHHBIX CHCTEMAaX, JOJHKHBI 00ECeunBaTh BKIIOUEHUE MPOBEACHUS OLIEHKH BO3MOYKHOCTEN
HapyuleHus: 6e30macHoCTH MHGOopMauu U (WiIM) HapylleHus (YHKIMOHUPOBAHUS HMHPOPMAIIMOHHBIX
CHCTEM BHELIHUMHU U BHYTPEHHUMHU HapyIIUTEIIMHU.

KOHTpOJIB YpOBHA 3allUIICHHOCTU I/IH(I)OpMaI_II/II/I AOJKCH MPOBOAUTHCA B COOTBETCTBUH C
BHYTPCHHUMU PCIIIaMCHTAMU 110 3alllUTC I/IH(I)OpMaI_II/II/I OIHHUM MHJIM COBOKYIIHOCTBIO CJICAYIOIIHX
METO/JO0B:

a) aBTOMATH3MPOBAHHOE W (WMJIM) PYYHOE BBISBICHUE YSI3BUMOCTEH MH()OPMAIMOHHBIX CHCTEM C
MTOCJIEIYIOIIEN IKCIIEPTHOM OLIEHKOM BO3MOKHOCTH MX WCIOJIb30BAaHUS HAPYLIUTEIEM I HAPYIICHUS
0e3onmacHOCTH HHPOPMAIMK U (WJIK) HapyIIeHUs GyHKIIMOHUPOBAHUS HH()OPMAITMOHHBIX CUCTEM;

6) BbISIBJICHUC HCCAHKIIMOHUPOBAHHBIX MOAKIIOUECHUN YCTpOﬁCTB K I/IH(1)OpMaI_II/IOHHBIM CHUCTEMAM,

B) TECTUpPOBaHHE WH()OPMAIMOHHBIX CHCTEM MyTeM MOJCTUPOBAHUS pPEaTU3alUU AKTyalTbHBIX
yIpo3 C LENbI0 OIEHKH BO3MOKHOCTEH HECAaHKIMOHUPOBAHHOTO JIOCTYIA K HUM (BO3JEHCTBUN HA HHX)
NIIn ITIOBBIIIICHU A HpI/IBI/IHGFI/Iﬁ HpI/I peaJ'II/I3OBaHHI)IX MCpOHpI/ISITI/IHX nu Mean 10 3alIuTe
MH(OPMALIMOHHBIX CUCTEM U cofiepKalllelcs B HUX HH(OpMaIINK;

I') IPOBEJCHUE B COOTBETCTBHUHU C IUIAHOM TPEHHPOBOK IO OTPabOTKE pabOTHHKAMH OIepaTopa
(obmapmatens wHbOpManuK) ACUCTBUNA MO OOECIEUEHUIO YPOBHS 3alIUIIEHHOCTH WH(OpMAINH,
coJieprkarieiicss B ”HQOPMAIIMOHHBIX CHCTEMaX, B YCIOBUSAX peaM3allH aKTyaIbHBIX YTPO3.

67. KoHTponb YPOBHS 3aIIMIICHHOCTH HH(POPMALIUH JIOJIKEH MTPOBOIUTHCS HE PEXkKe OJHOTO pas3a B
TP TOAA WM TOCJAe KOMIBIOTEPHOIO HWHUUACHTA, NPOU3OMIENIIero y omneparopa (oOmanaresns
uHpopmanrn). MeTonbl KOHTPOJS YPOBHS 3alllMIIEHHOCTH HMH(DOpPMAlMM W TEPUOJAUYHOCTH €ro
MIPOBEJICHUS OIPENEAIOTCS onepaTopoM (obagaTesneM HHGOPMaIMK) BO BHYyTPEHHEM pEerylaMeHTe.

[To pe3ynpTaTaM NpoOBEAEHUs KOHTPOJIS YPOBHS 3aIMIIEHHOCTH MH(pOpMalUU pa3padaTbiBaeTcs
OTYeT, KOTOPHI MOAMMUCHIBACTCS JIMLAMH, TMPOBOAMBIIUMH KOHTPOJb. OTYeT JOKEeH ObITh
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MPEJCTaBIICH B TeUeHHWE 3 pPa0dO4YMX JHEW C JaThl 3aBEPUICHHS KOHTPOJIS YPOBHS 3allUIICHHOCTH
nH(pOpMalMi PYKOBOJIUTENIO omepaTopa (obmamarens uH(OpMamuu), OTBETCTBEHHOMY IHITY s
MPUHITHS TPH HEOOXOIMMOCTH PEIICHHUS PYKOBOAWTENS omneparopa (obmamarens uHopmammu) o
BBIJCJICHUU PECYPCOB C LEJILIO MMOBBIIICHNUA YPOBHA 3alllUIIICHHOCTHU I/IH(i)OpMaHI/II/I. Otuer HaIpaBJIAACTCA
oneparopoM (ob6mamatenem uHpopmaruu) B OCTOK Poccum B Teduenme 5 paboumx HHEH C JaThl
3aBEpIICHUs] KOHTPOJII YPOBHS 3alMIICHHOCTH WHPOPMAIMU B IENAX MOHHTOPUHTA TEKYIIETO
COCTOSIHUSI TEXHHUYECKOW 3alIUThI HHPOPMAIIHH.

68. MeponpusTus 1 MEpbI 10 3amuTe HHHOPMAIIUH, IPeIyCcCMOTpeHHbIe TpeOoBaHUSMU, JOTKHBI
peaM30BBIBATECS  omeparopoM (oOmamateneM HWHPOPMAIMH) C HUCHOJIB30BAHUEM METOIUYCCKUX
nokymenToB ®CTIK Poccun.

69. IIpu oTcyTCTBMM BO3MOKHOCTH peaM3aliy OTAEIbHBIX MEPONPUATUIN U (W) PUHATUS MEp
0 3amuTe HHPOPMAIMK B COOTBETCTBUU ¢ TpeboBaHUAMH omepaTropoM (oOsamareneM HHpOpMaIn)
JOJDKHBL OBITH pa3paboTaHbl M BHEJPEHbl KOMIIEHCHUPYIOIIME Mephl, MO3BOJIAIONME 00eCrneunTh
OnmokupoBaHue (HeHTpanu3anuio) akTyaldbHbIX yrpo3. [lpu »ToM omepatopom (oOnagarenem
nHpOpMaLKK) JODKHO OBITh 00OOCHOBAHO MPHMEHEHHE KOMIICHCHPYIOIIMX Mep Ha 3Tame CO3/aHus
WHPOPMAIIMOHHBIX CHCTEM, a MpPH aTTecTalud HH()OPMAIMOHHBIX CHUCTEM - TOATBEpPXKIEHA WX
3¢ (HeKTUBHOCTH 17151 OJIOKMPOBaHUs (HEMTpanu3alym) akTyallbHbIX yTPO3.

70. TexHuueckue Mepbl IO 3allUTe HHPOPMALMU JODKHBI IPUHUMATHCS Ha alllapaTHOM,
CUCTEMHOM, NpPUKIAJHOM YpOBHAX, a Takke B HH(OPMAIMOHHO-TEIEKOMMYHHUKALIMOHHOM
UHPACTPYKType NpH ee Haauuuu. Ha anmapaTHOM M CHCTEMHOM YPOBHSAX 3allluTa HUHPOpPMAaLUU
JOJDKHA OOecreuuBaThCs TOCPEIACTBOM IMPUMEHEHHS BCTPOCHHBIX B almapaTHOE oOecredyeHue u
CHCTEMHOE MPOTPaMMHOE O0ECIieYeHHe CpPEeACTB 3amuThl MHpopManuu. Ha mpukiagHoM M ceTeBOM
(MHQpPacTPyKTypHOM) ypOBHSX 3amuTa HHQOpManMKM JOKHA OO0ECHeunBaThCs MPUMEHEHUEM
BCTPOCHHBIX B MPHUKJIAIHOE MPOrpaMMHOE OOecreueHHe CpeICTB 3alluThl MHpOpManuu U (WIN)
MIPUMEHEHHEM HaJIOKEHHBIX U CETEBBIX CPEJICTB 3aILUThl HH(POpMAIUH.

71. JIng 3aumthl MHGOPMALIUN JTOJKHBI MPUMEHSTHCS CEPTU(GHUIMPOBAHHBIE CPECTBA 3alUTHI
nHpOpPMALK B COOTBETCTBUU C MHCTPYKIUSAMH (IIPAaBUJIAMHU) MO UX IKCIUTyaTallMH, YCTAHOBJICHHBIMHU
pa3paboTuvKaMH B SKCILTyaTallMOHHOM JOKyMeHTaluu. [IpuMensemMble cpeacTBa 3aluThl HHPOpMALUK
JIOJKHBI OBITH 00€cTIeYeHbl CO CTOPOHBI UX pa3pabOTUMKOB MOJAECPKKON 0€30MacHOCTH Ha TEPPUTOPUN
Poccuiickoit @enepannu, BKIoYas BBITYCK U IIPUMEHEHHE OOHOBIEHHUH MPOrpaMMHOI0O oOecredeHus,
o0ecreynBaroIUX yCTPAaHEHUE BBISIBICHHBIX YS3BUMOCTEH, T€(EKTOB U HEJJOCTATKOB.

CpenctBa 3amuThl  MHGOpPMAIMKM  JOJDKHBI NPUMEHATBCS € COOJIIOJICHMEM  3alpeToB,
YCTaHOBJIEHHbIX IYHKTOM 6 Yka3za Ilpesunenra Poccuiickoit ®enepauuu ot 1 mas 2022 r. N 250 "O
JOTIOJTHATEIHHBIX Mepax Mo o0ecreueHnio nHPopMaImoHHo# 6e3onacHoctr Poccmiickoii demeparm’.

72. Ilpumensemple  cepTU(UIHUPOBAHHBIE  CPEICTBA  3alIUTBl  WHPOPMAIMH  JTOJDKHBI
COOTBETCTBOBATH:

JUIS 3alIMThl MH(OPMAIMOHHBIX CUCTeM | Kilacca 3alUIIEHHOCTH - He HWXKe 4eM 4 Kiaccy
3alUTBI U YPOBHIO 10BepHs <31>;

<31> ynkr 2, moanyHkT 13(1) mynkra 8 [Monoxenus o ®CTOK Poccun.
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JJIA 3alllUThI I/IHq)OpMaI_II/IOHHBIX cucTteM 2 Kiacca 3alIUIICHHOCTH - HE HIDKE 4YeM 5 KJ1acCcy
3aIUTHI U YPOBHIO JOBCPU;

JUIS 3alUTHl HH(POPMAIIMOHHBIX CHCTEM 3 Kjacca 3allMIICHHOCTH - 6 KJIACCy 3alllUThl U YPOBHIO
JOBEpUS.

73. Ha cramusx >KM3HEHHOIO IIMKJIAa TOCYJIAapPCTBEHHBIX HH(GOPMAIMOHHBIX CHCTEM MEpHI IO
3ammre MH(pOpPManuM JOJDKHBl IPUHUMATBCSA 3aKa3yMKaMM, OIEepaTopaMM B COOTBETCTBHH C
TpeGoBaHusIMU K HOPSIZIKY CO3/1aHUs, PAa3BUTHS, BBOJA B SKCIUTyaTallMIO, HKCIUTyaTallil M BBIBOJA U3
HKCIUTyaTallui TOCYAAPCTBEHHBIX HH(POPMALIMOHHBIX CUCTEM U JTAIIbHEHINIEro XpaHeHUs co/ieprKalencs
B uX 0a3ax JNaHHBIX WH(pOpPMALMHU, YTBEpXKIECHHBIMU moctaHoBieHreM IIpaBurtenbcTBa Poccuiickoit
®enepanyu ot 6 uroisg 2015 r. N 676, Ha cTaauax )KM3HEHHOT'O LIUKJIA UHBIX MHPOPMAIIMOHHBIX CUCTEM
- B COOTBETCTBUM C pa3neiaoM S5 HauuoHalbHOro crangapra Poccuiickoit ®enepaunu ['OCT P
51583-2014 "3amura napopmanmu. [Topsimok co3manus aBTOMaTU3UPOBAHHBIX CUCTEM B 3aIUIIICHHOM
ucnonHeHuu. OOmme TpeOboBaHUsA.", YTBEPXKIEHHOIO M BBEACHHOINO B JIEHCTBHE OPUKA30M
Poccrannapra ot 28 suBapst 2014 r. N 3-ct (M., ®I'VII "Crangaptungopm", 2014).

[Ipunoxenue

K TpeboBanusM 0 3amuTe HHGOPMALIUH,
COZIepKaLICICS B TOCYAapCTBEHHBIX
MH(GOPMAIMOHHBIX CUCTEMAX, HHBIX
MH(POPMALMOHHBIX CHCTEMaX IOCYAapCTBEHHBIX
OpraHoB, TOCYJAPCTBEHHBIX YHUTAPHBIX
IPEIIPUITHIA, TOCYTaPCTBEHHBIX YUPEXKICHUH,
yTBep)kAeHHbIM IprukazoM PCTOK Poccun

ot 11 anpens 2025 . N 117

TPEBOBAHUA 5
K ONPEOENEHUIO KITACCA 3AWLNMUWEHHOCTU UHPOPMALIMOHHOU CUCTEMDI

1. Omeparopom (oOmamarenem wuH(pOpPMAIMK) YCTAaHABIWBAIOTCA TPH Kiacca 3allUIICHHOCTH
WHPOPMAIIMOHHBIX CUCTEM, OIPEACISIONIME YPOBHHM 3allUINEHHOCTH COAEp)Kalmleics B HHX
nH(pOpMaLINH.

CaMmplii HM3KMW KJacCc - TpETUH, caMbld BBICOKMA - TiepBbId. Kilacc 3amuiieHHOCTH
nH(pOopMallMOHHON cucTeMbl (mepBbIil kinacc (manee - K1), Bropoit kmacc (manee - K2), Tperuit kiacc
(manee - K3) ompengensercs B 3aBHCHUMOCTH OT YpPOBHS 3HauMMOCTH HHpopmaruu (mamee - Y3),
obOpabaTeiBaeMOi B 3TOH MHPOPMAITMOHHON cucTeMe, i MaciTaba nHGOPMAITMOHHON CHCTEMBI.

2. YpoBeHb 3HAYMMOCTH WH(GOPMAIMU OMPEACISeTCS B 3aBUCHMOCTH OT CTEIEHH BO3MOXKHBIX
HEraTUBHBIX MOCJIEACTBUH (yiiep6a) ansa obnaaarens uHGopMaluu U (WIK) orepaTopa OT HapylIeHUs
KOH(QUIECHIIMAIBHOCTH  (HEMpaBOMEpHbIE  JIOCTYINl,  KONMPOBAaHUE,  IPEJOCTaBICHUE WU
pacrpocTpaHeHHe), LEJIOCTHOCTH (HEeTpaBOMEpHblE YHHYTOXKEHHE WIM MOAM(UIMpOBaHHUE) WU
JOCTYITHOCTH (HempaBoMepHoe OiokupoBanue) uH(opmanuu. HeratuBnble mnocnenctsus (ymepO)
OINPEAEIAIOTCA B TOM UHUCJIE HAa OCHOBE IIEPEYHS HETATUBHBIX IOCIEACTBUM, BKJIIOUYEHHBIX B OaHK
TaHHBIX yrpo3 6e3omacHocty nHopMmarn @CTIK Poccun.
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CreneHnb BO3MOXKHOTO YyiepOa ormpenesnseTcss obnagateneM HHPOpPMAIMH WU  ONEepaTopoM
(obmagaTeneM uHGOPMAITMHU) B COOTBETCTBUU C TaOHIIeH 1:

Tabmuma 1
Crenenn Bo3MosxHbIH yiiepd oT HapyeHust 6€30MacHOCTH HH(pOpMAIK U (WIIH)
BO3MOYKHOT'O (GYHKIMOHUPOBAaHUS HH()OPMAITMOHHON CHCTEMBI
yuiep0a
Bricokas Bo03MOXHBI CyIIECTBEHHBIE HETATUBHBIC IIOCIEICTBHUS B COLIMAIBHOM,

MOJIUTUYECKON, MEXITyHAPOJHON, SKOHOMUYECKOW, (DMHAHCOBOW WJIM WHBIX
o0nacTsx JAesTenbHOCTH W (Miau) HHQOpPMalMOHHAs cucTeMa U (WUJIN)
orneparop, obaazaTeslb HHPOPMALMK HE MOTYT BBIIOJIHATH BO3JIOKEHHbIE HA
HUX (QyHKIUN

Cpennsist Bo3MOXHBI yMEpeHHBIC HETAaTHBHBIC IIOCICACTBUS B  COIMAJIBHOM,
HOJMTUYCCKON, MEXIyHApOTHOW, SIKOHOMHYECKOW, (PMHAHCOBOW WIIM WHBIX
o0jacTsax JAesaTenbHOCTH W (unu) uH(OpMalMOHHAsS cucTeMa W (W)
orepaTop, obiagarens HHPOPMAIMK HE MOTYT BBITIOJIHATH XOTS OBl OJIHY U3
BO3JIOKEHHBIX HAa HUX (PYHKIIHIA

Huskas Bo3MOXHBI HE3HAYUTEIIbHBIE HETATUBHBIC IIOCIEACTBUS B COLIMAIBHOM,
MOJIUTUYECKON, MEXITyHAPOJIHON, SKOHOMUYECKOW, (DMHAHCOBOW WJIM WHBIX
o0nacTsx JAesaTenbHOCTH W (Miau) HH(OpPMalMOHHAs cucTeMa U (WUJIN)
oreparop, 06JaaaTes b UHPOPMALUU MOTYT BBIIIOJIHSTH BO3JI0KEHHBIE HA HUX
GbyHKIIMU ¢ HeAOCTaTOYHOW A(P(PEKTUBHOCTHIO HIIM BBIMONTHEHHUE (GYHKIUI
BO3MOKHO TOJIBKO C ITPUBJIEYEHUEM JTOTIOJHUTEIbHBIX CUJI U CPEACTB

3. Beicokuit ypoBeHb 3HaunMOCTH (nayiee - Y3 1) AOMKEH yCTaHABIMBATHCSA, €CIIM XOTS OBl JJIst
OJIHOTO U3 CBOWCTB Oe3omacHocTH MH(popManmu (KOH(DUAESHIIMAIBHOCTH, IETOCTHOCTH, TOCTYITHOCTH)
orpeziefieHa BBICOKas CTETIeHb yIIepoa.

Cpennuii ypoBeHb 3HAYMMOCTH (manee - Y3 2) JIOHKEH YCTaHABIMBATHCS, €CIU XOTs ObI s
OJTHOTO M3 CBOMCTB Oe30macHOCTH MH(popMarmu (KOHPHUIESHIHATHLHOCTH, EIOCTHOCTH, JOCTYITHOCTH)
ofpeziesieHa Cpe/iHAs CTENeHb yiiepOa U HeT HU OJHOTO CBOMCTBA, JUIsl KOTOPOTO OIpesiesieHa BhICOKast
CTerneHb yuiepoa.

Hwuskuii ypoBeHb 3HaunMoCTH (fanee - Y3 3) MO/DKEH YCTaHaBIMBAThCS, €CIIH IS BCEX CBOWMCTB
0e3onacHocTH HHpopMaIuK (KOHGUICHIMAIBHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH) ONPEICIICHBI HU3KHE
CTeTeHH yiepoa.

4. lns wapOpMAIIK, KOTOpas OTHECeHA K MH()OPMAIMKA OTPAaHUICHHOTO PACIIPOCTPAHEHUS H JIs
HOCHUTEJICH KOTOPOU YCTaHOBJIEHA OTPAHUYUTEIbHAS TTIOMETKA "/IJTs CITy>KeOHOTO MOJIh30BaHUA"", JOTIKEH
OBITH yCcTaHOBJICH Y3 1.

5. Tlpu oOpabGotke B HH(pOpPMAIMOHHOM cUCTeMe JBYX M Oonee BHIOB uHpopmauuun Y3
OTpeNieNIAeTCsl OTAENIBHO s Kaxkjaoro Bujaa uH(opmanuu. Hroroseiii Y3, oOpabarsiBaeMoil B
MH(POPMALIMOHHON CHCTEME, YCTAHABJIMBACTCS IO HAWBBICIIUM 3HAYECHUSM CTEICHH BO3MOXKHOTO
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yiiepba, OmMpeneiaeHHbIM Uil KOH(UISHIIMATIbHOCTH, IIEIOCTHOCTH, JOCTYIHOCTH WH(OpMaluu
Ka)KJI0T0 BHJ1a MHPOPMAIUH.

6. s nHDOpPMAIIMOHHOW CUCTEMBI JTOJKEH OBITh OmpeneicH ¢enepalbHblii MacmTad, eciu oHa
MpeHa3HaYeHa JJIs pelICHMs 3aJad Ha Bceul tepputopun Poccuiickon denepauuu Wiv B Mpenesiax
nByX U Oonee cyObekToB Poccuiickoit denepanuu.

Jns mHbOPMAITMOHHONW CHCTEMBI JOJKEH OBITH OIMpPEAENIeH PErMOHaIbHBIN MaciTabd, eciau OoHa
MpeHa3HaueHa [l pelIeHns 3a/1ad B mpejenax oaHoro cyonrekra Poccuiickoit denepanuu.

Jnst uHPOPMAIIMOHHOW CHCTEMBI JIOJDKEH OBITh OMNpeNesieH OOBEKTOBBIM MacmiTad, eciu OHa
MpelHa3HaueHa Ui pelIeHHs 3aJad B mpezaenaX o0bekra (0OBEKTOB) OJHOTO TOCYIApPCTBEHHOTO
OpraHa, MyHHIIAIIATFHOTO 00pa30BaHUs, OpraHU3aIlnH.

7. Knacc 3anumieHHoCTH WH()OPMAITMOHHOW CUCTEMBI ONPECISIETCS] B COOTBETCTBUM C TaOIuUIIEH

2:
Tabmuma 2
v3 Macmitab nHpOPMAIIMOHHON CUCTEMBI
®denepaabHbIA PernonanbHbIi OOBEKTOBBIM
V31 K1 K1 K1
v32 K1 K2 K2
¥33 K2 K3 K3

8. Kiaccel 3amuiieHHocTH HMH(OPMAIMOHHBIX CUCTEM, (YHKLHMOHUPYIOUIMX Ha 0ase
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW MH(PACTPyKTYpbl, HE JOJDKHBI OBITh BBIIIE KJjacca
3alUIIEHHOCTH 3TON MH(OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHOW HHPPACTPYKTYPHI.

9. lomyckaeTcst MPUCBOCHHUE OTICIIBHBIM CETMEHTaM WH(POPMAIIMOHHON CUCTEMBI Pa3HBIX KIacCOB
3alIUIIEHHOCTH. B 3TOM citydae Mephbl 1o 3ammuTe HHPOPMALUU CETMEHTOB HHPOPMAIIMOHHON CHCTEMBI
U cojepkauieiicss B HUX MH(POpPMAIUU JOJKHBI MPUHUMAThCSI B COOTBETCTBUU C IMPUCBOEHHBIMU UM
KJIaCCaMH 3aIlHALICHHOCTH.

10. Pesynbrarhl Kkiaaccupukauu o(GOpMIISIOTCS aKTOM, KOTOPBIH YTBEp)KIAeTcs OIepaTopoM
(obnmamarenem  umHpopMmanmu). AKT  KiIaccHU(UKAaUMM  JOJDKEH  COJepkKaTh  HauMEHOBaHHE
KJ1acCU(UIUPyEeMOil CHCTEMBI U CETMEHTOB MH(POPMALIMOHHOM CUCTEMBI IPU UX Hanu4uu, Y3 win Y3 B
cerMeHTax HH()OPMAIIMOHHON CHCTEMBI IPU UX HAIWYHH, MacTad MHPOPMAITMOHHOW CUCTEMBI U (HITH)
CErMEHTOB HMH(POPMAIIMOHHON CHCTEMbl NpU HX HaJIWYUM, MPUCBOCHHBIM Kiacc 3alllMIIEHHOCTH
MHPOPMALIMOHHOM CcHCTeMEe WIM CerMeHTaM HWH(GOPMALlMOHHOM CHCTeMBl MNpU HUX HAJIUYUU.
Jlonyckaercst opopMIIeHHE €IUHOI0 aKTa KJIAaCCU(PHUKALMU HA HECKOJIBKO CETMEHTOB MH(OPMAIIMOHHOMN
CHCTEMBI OJTHOTO oreparopa (o0nagaTesns uHGOpMaIin).

11. Knacc 3amuiieHHOCTH MHPOPMAITMOHHON CHCTEMBI (CETMEHTOB MH(DOPMAIIMOHHONW CHCTEMBI)
MOAJICKUT TMEPEeCMOTPY TNpU H3MEHEHHH MaciiTtada HHPOPMAIMOHHOM CcHCTEMBbl (CErMEHTOB
MH(OPMALIMOHHONW CHCTEMbI) WJIM 3HAYUMOCTU cojepikamieiics B Hell nHdopmanuu (B cermMeHTax
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MH(OPMALIMOHHON CUCTEMBI).
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